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Chuong 7: Bao mat mang

Muc tieu:
3 hiéu cdc hguyén ly cua bao mat mang:
O mat ma
O chtng thuc
o tinh toan ven
o khéa phdn bd
7 bio mat trong thuc té:
o cac firewall

O béao mat trong cdc 16p application, transport,
network, link
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7.1 Bao mat mang la gi?

. = ¥, i Sl . .
computer g
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networking ;ﬂ \

James F. Kurose
Keith W. Ross
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Bao mat mang la gi?

Su bao mat: chi ¢é ngudi gui, ngudi nhan méi “hiéu"
duoc ndi dung thong diép
O nguoi giri md hdoa thong diép
O nguoi nhan giai md thong diép
Chung thuc: nguoi gti, nguoi nhan xdc dinh la nhan ra
nhau
Su todn ven thdong diép: nguoi giri, ngudi nhan mudn bao
dam thong di¢p khong bi thay doi (trén duong
truyen hoic sau khi nhan) ma khéng bi phat hién
Truy cap & tinh san sang cac dich vy phai cé khéa nang
truy cap va san sdng doi voi cdc user
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Ban va ké thu: Alice, Bob, Trudy

7 Bob, Alice (ban bé) muon truyén théng “an todn"

7 Trudy (ké xdm nhap) cé thé ngdn chin, xéa, thém cdc
thong diép

Alice s, BOD
A dir liéu, cac thong — T
kenh diep diéu khién E“’:ﬁf
\ i
Truyén it lieu

an toan
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Bob, Alice ¢é thé la nhitng ai?

3 trinh duyét Web/server cho cdc giao dich
dién tu

3 client/server ngdn hang truc tuyén

3 DNS servers

3 cdc router trao doi thong tin cap nhat bang
routing

O .v.v.
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Ban va ké thu

Hoi: Ké xau cé thé lam nhitng viéc gi?
Ddp: rat nhiéul
O nghe lén: ngan chin cac thong diép
o kich hoat chén cde théng diép vao trong két noi

O gid danh: cé thé gia mao dia chi nguon trong goi
(hoic bat ky truong ndo trong dé)

O ausp: ’ruep tuc” két noi hién hanh nhung thay
ngudi giri hoic nguoi nhan biang chinh ho

O tir chor dich wu: dich vu hién tai bi nguoi khdc
dling (ddng nghia qud t4i)

Q .V.vV.
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B ... Bk 7-2 Cdc nguyén ly md héa

networking ;ﬂ \

James F. Kurose
Keith W. Ross

Bao mat mang 8



Ngon ngit md hda

C*khéa md €= khéa md
KA cua Alice KB cia Bob f“.-:'f

rflﬂ'|

L

gidi thuat W YsriRelle
giai ma

khéa d6i xitng: khéa bén gtri va bén nhan giong nhau
khoa cong cong: khdéa md chung, khoa giai ma bi mat
(riéng)
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M3 héa khéa d6i xing

mat md thay thé: thay thir ndy thanh thi khdc
o md héa ky tu don: thay thé ting ky tu mot
vdn ban gbéc: abcdefghijklmnopgrstuvwxyz

| |

van ban da ma hdéa: mnbvcxzasdfghjklpoiuytrewqg

vidu: v&n ban géc: bob. i love you. alice
ma hdéa thanh: nkn. s gktc wky. mgsbc

Hoi: Bé khda kiéu md hda don gidn ndy dé khdng?
0 brute force (khd nhu thé ndao?)
0 khac?
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M3 héa khéa d6i xing

1 [ A s)
&4

SEIRLEEIRVEN ban dd md REIRBTER, Gn ban gbc
> D —

khéa doi xtrtng: Bob va Alice cling biét (d6i xang)
khoa: K A-B

A vd: khéa duoc biét trong mau md héa ky tu don

O Hoi: Lam thé ndo Bob va Alice théa thuan gid
tri khoa?
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Md héa khéa doi xirthg: DES

DES: Data Encryption Standard
7 chuan md héa cua Hoa Ky [NIST 1993]
7 khéa dbi xttng 56-bit, vdn ban goc vao 64-bit
7 Bio mat trong DES nhu thé nao?
o chua ¢é cdch tiép can “"backdoor-cira sau” dé giai md
3 lam cho DES bao mat hon:
o dung 3 khéa tuan tu (3-DES) trong méi datum
o dlng co ché lién két khoi md
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W 56bit key
~ 4 4 ML
Ma hoa khoa | r‘*" |
7 o L1 Rl
A 4 : = |
dO' Xu‘ng DES @@ | 48:bit K1
—DES hoat dong 2w
hoén\ vi dﬁl:l tién ~ @@ 1 4851K2
16 vong giong nhau, moi
vong dung khéa 48 B
bit khdac nhau :
hodn vi cuoi cling »
W 48bit K16
| G
17 El?l
pEI"I"I"II.I'fE'
|-{5-'11-53il {}UtF:ILI'I“|
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AES: Advanced Encryption Standard

A chuan NIST khéa doi xting méi (thdng 11-
2001) thay thé cho DES

O dir ligu xtr ly tirng khoi 128 bit

A cdc khoa 128, 192, hoac 256 bit

7 giai md brute force (thu sai) ton 1s véi DES,
t6n 149 3 1y ndm voi AES
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Md hda khda cong cong

khoa doi xithg Md héa khéa cdng cong
0 y&u cau nguoi gui, nguoi|  J tiép can khdc hodn
nhan phai biét khaa toan
cong cong 7 ngudi gui, hguoi hhan
3 Hoi: lam sao biét khaa khong chia sé khaa
cong cong dé trong lan cong cong
dalj tien (d"g}c bict voi 3 khda cong cong cho
nhitng hguoi chua bao moi nguoi déu biét
10 ga 6¢)? 2 ae e :
gio gap frucc) 3 khéa giai md riéng chi
cé ngudi nhan biét
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Ma héa khda cong cong

e oo k" khéa cong
&= B cong ciia Bob

=K khéa riéng cua
B Bob

i

|~.'|_ 1

decryption MYl ¥ele

algorithm
m = KK y(m)

14
;
3,

&

4= =====--

'
erI\cryp‘rA'on van bin dd@ md
algorithm +

Kg(m)

vdn ban goc
m
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Giai thuat md hoa khéa cong cong

Yéu cau:
(1) cin KgE)va K () nhu sau;
K-(K+(m)) = m

@ cho khéa cdng cong KB, no phai
khdng thé tinh todn ra duoc
khéa riéng K 5

giai thuat RSA: Rivest, Shamir, Adelson
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RSA: chon cac khaa

1. Chon 2 s6 hguyén 16 16n p, q (Mdi s ¢é the dén 1024 bit)

2. Tinh n = pg, z=(p-1)(g-1)

3. Chon e (V6i e<n) sao cho khdng cé thira s6 chung vai z.
(e, z la nguyén 16 cung nhau).

4. Chon d sao cho ed-1chia hét cho z
(ndi cach khac: edmod z = 7).

5. khoa cong cong la (n,e). khoa riéngla (n,d)
— —
|<B |<B
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RSA: md hda, giai md

0. Cho (n.e) va (n,d) theo tinh todn & tréen

1. Dé md hda mau bit, m, tinh:
c=m€mod n

2. Bé giai md mau bit, ¢, tinh:

d

m=cYmod »#

m = (m€ mod n)dmod n

C

Bao mat mang
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RSA vi du:

Bob chon p=5, g=7. Thi n=35, z=24.
e=5 (vi e, z nguyén 16 cing nhau).
d=29 (vi ed-1 chia hét cho 2)

- ky tu m m® c=m¢mod n
ma a.
© | 12 1524832 17
giai ma: S Qd m = cdmod n ky tu

17  481968572106750915091411825223071697 12 |
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RSA: Taisaold  m = (m€mod n)%mod

Két qua cua ly thuyéet "so hitu ich”: Néu p,g nguyén t6 va

n=pg thic ) ymod (p-2)(g-1)

x’mod n=x mod 7

(memod n)dmod n = medmod n

mea’ mod (p-1)(g-1) mod 7
(dung ly thuyét s6 o trén)

m] mod 7

(chon ed sao cho ching chia cho
(p-1)(g-1)du 1)

m

Bao mat mang 21



RSA: dic tinh quan trong khdc

Dic tinh sau ddy sé rat hitu ich:

lf'B(K;<m{) = m = Kg(Kgm)

Y

dau tién ding dau tién ding
khéa cong cong, khoda riéng, sau
sau d6 dung dé dung khoa
khoa riéng cong cong

Ket gui giong nhau
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7.3 Su chtng thyc

James F. Kurose
Keith W. Ross
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Su ching thuc

Muc tigu: Bob muon Alice “chung thuc” nhan
dang cua co doi véi anh ta

Giao thic apl.0: Alice néi "T6i la Alice”

A wA: [ P TR
iy "Toila Alice o 3 ,
s That bai s€ xay ra??

Bao mat mang
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Su ching thuc

Muc tigu: Bob muon Alice “chung thuc” nhan
dang cua co doi véi anh ta

Giao thuc apl.0: Alice noi "Taoi la Alice”

Trong mang, Bob khong
“nhin thay" Alice, vi
thé don gian Trudy

tuyén bo ¢6 ta la Alice
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Su ching thuc: thu lai

Giao thirc ap2.0: Alice néi “Tai la Alice” trong 1 goi IP
chtra dia chi IP nguon cua co ay

dia chi IP
cua Alice

"Toi la Alice!| g

That bai s& xay ra??
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Su ching thuc: thu lai

Giao thirc ap2.0: Alice néi “Tai la Alice” trong 1 goi IP
chtra dia chi IP nguon cua co ay

m Trudy sé tao 1 goi
gia mao dia chi IP
cua Alice

dia chi IP

We=A- 1\ . 1|
cia Alice Toi la Alice
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Su ching thuc: thir lai

Giao thirc ap3.0: Alice néi “Téi la Alice" va gii mat khau
cua co6 ay dé "chang thuc" né.

IP Fﬁa m?T kh.au “T6i 1& Alick®
Alice | cua Alice € ;aq'h
o '-ﬁ“
v .f.ﬁ,ﬂ A e 8\l 99
I:“iuea v o That bai s€ xay ra?:
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Su ching thuc: thir lai

Giao thirc ap3.0: Alice néi “Téi la Alice" va gii mat khau
cua co6 ay dé "chang thuc" né.

ia | mat khau [wea: (s 4l
IP cia | mat Knau larg; 15 Alick" .
Alice | cua Alice on R

tan cong Nguoc lai:
Trudy ghi nhé géi cua

Alice va sau d6 gui

nguoc lai cho Bob

mat khau

; |"Toi la Alice"
cua Alice
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Su ching thuc: thir lai

Giao thiic ap3.1: Alice néi “Tai la Alice” va giri mat khau
bi matda dicoc ma hoa dé “chung thuc" né.

IP cia |mat Khau |waea: (s A1: |a
Alice |dd md hda Toi la Alice g4
- 'rf
. |IPcia @ That bai s& xay ra??
Alice OK
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Su ching thuc: thu lai

Giao thirc ap3.1: Alice néi "Tdi la Alice" va giri mat khau

bi matda dicoc mad hoa & “ching thuc" né.

IP cua
Alice

mat khau
dd md hda

“To6i la Alicg"—

co ché ghi
nhé va phat
lai van cé thé

hoat dong!

mat khau
dd md hda

"Toi la Alic

"

e
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Su ching thuc: thir lai

Muc tiéu: trdnh co ché tan cdng kicu phdt lai
Phuong phdp: s6 (R) chi ding 1 lan trong thoi gian hoat dong

ap4.0: dé ching thuc Alice "song”, Bob giri Alice so R. Alice
phai tra vé R dd dugc md hoa vai khda bi mat dd chia sé

"Toi la Alice" ;4-;.
éﬁh‘;} \[_ 1
_._._':.__ r:l

'I-’lll-I

-B(R) Alfce’“sé.ng”, va
w\, chi cé Alice méi
biét khéa dé md
héa, “chung thuc”
That bai, khdng thuan lgi? Alice!
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Su chung thuc: ap5.0

ap4.0 yéu cau chia sé khéa doi xiing
7 ching ta ¢é thé chitng thuc ding cdc ky thuat khéa
cong cong?
ap5.0: dung 1 1an, m& héa khéa cdng cong
“Toi la Alice" a

éﬁ?’? \[‘_ gL BOb Tinh TOén
+ -
? q r,l_:',"'l KA(KA(R)) - R
M V(\:( bléj Chi CO’ A“C@ m(’)’l
ho 18 Khiq  mm— co the co kﬂl:\oa’r'ieng., vi
<+ Cg;:’; ioﬁg 2110 boa(:\ ¢ thé R dd md hoa phii la

M} + -
K (G,(R) = R
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ap5.0: 16 hong bao mat

Ké tan cong an: Trudy gia lam Alice (d6i v6i Bob) va
nhu Bob (dbi vai Alice)

Toi la Alice

T6i 1 Alice i
R
KT(R) . . cpAa
K (R) cong cong cua ban’+
A >
ong cohg cua b:’{\*
A—>

K (m)

v

Trudy lay duoce
; m = K_(K_(m)
) K,(m) giri m cho'Alice
m=K (K" (m dd dugc mad hda
A( A( ) vGi khéa cong
cC)ng cua Alice B&o mat mang 34




ap5.0: 16 hong bao mat

Ké tan cong an: Trudy gia lam Alice (d6i v6i Bob) va
nhu Bob (d6i voi Alice)

Khé khan dé phdt hién:

Q pr n\hén moi thir ma Alice gui va nguoc lai

Q van dé la Trudy ciling nhan tat ca cdc thong diép nhu
thel
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7.4 Su toan ven

James F. Kurose
Keith W. Ross
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Chit ky s6

Ky thuat md hda tuong tu nhu cdc chit ky bing
Tay.

7 nguoi gii (Bob) ddnh dau (s6 héa) tdi lidu, thiet lap
thuoc tinh anh ay ld nguoi so hitu/tao lap tdi liu.

3 ¢é thé kiém tra, khdng thé lam gia: nguoi nhan
(Alice) ¢ thé ching thuc voi nquoi khdc la chi ¢é
Bob chtt ngodi ra khdng ¢4 ai (ké ca Alice) dd ky
trén tai lieu d9.
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Chit ky s6

Chir ky so don gian cho thong diép m:
3 Bob ky m bang cdch md héa véi khéa riéng cua
anh ay Kp, tao thong diép “"da duogc ky", Kg(m)

B Bob

théng diép ciia Bob, m @_;a - khéa riéng cua Kl-g(m)

Dear Alice . .
oh. how I h ssod SRR thong diép cua

., how | have misse giai thuat ma oy -

you. | think of you all the héa khda BObz m, da ky,(ma
time! ...(blah blah blah) cdng cong hoa) vaéi khoa
' riéng clia anh &

Bob 9 y

Bao mat mang
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Chit ky s6 (11)

7 Gia st Alice nhan duogc m, véi chir ky 6 héa la Kg(m)
3 Alice kiém tram dd duoc ky bm Bob bing cdch dp

dung khéa cdng cong ciia Bob Kj cho Kg(m) sau dé kiém
tra Ky(Kg(m) ) = m.
3 Néu Kg(Kg(m) ) = m, bét ctr ai dd ky m phai ding khéa
riéng cua Bob
Alice kiém tra:
v Bob dd ky m.
v Khong co ai khdc da ky m.
v Bob dd ky m va khong ky m'.
Khdng thé bdc bé:

v Alice cé thé giit m, va chix ky Ka(m) dé chiing
thuc ring Bob da ky m.

Bao mat mang 39



Phan loai thong diép

thong
m

Tinh todn cac thong diép l
dai ¢é chi phi dit

Muc tiéu: “dau tay" s6 héa
cé kich thuéc co dinh,  Céc dic tinh ham bam:
dé tinh todn duoc

3 dp dung ham bam H vao
m, tinh duoc phan loai
thong diép kich thudsc
c6 dinh, H(m)

H(m)

A nhiéu-mot

3 sinh ra phan loai thong
diep kich thusc co dinh
(“dau tay")

3 cho phan loai thong diép
x, khong thé tinh todn &é
tim m dung x = H(m)
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Internet checksum: ham bam

Internet checksum cé mot sé dic tinh cia ham bam:

v sinh ra cdc phan loai do dai ¢6 dinh (tong 16 bit) cua
thong diép

v la nhiéu-mot

nhung va6i thong diép va gid tri bam cho truéc, dé dang tim
duogc thong diép khdc cé cung gid tri bam:

thong diép ASCII format thong diép ASCII format
I OU 1 49 4F 55 31 I OU9 49 4F 55 39
0O 0. 9 30 30 2E 39 O 0 .1 30 30 2E 31
9 B OB 39 42 4F 42 9 B OB 39 42 4F 42

nhung checksum giong nhaul
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chit ky s6 = phdn loai thong diép dd ky

Alice kiém tra chit ky va su todn

Bob gﬁ:i thong di¢p dd ky sb ven ciia thong diép dd ky bing
héa: s6 héa:
thon
dlep lgn H(m) @

khéa G d’rhorltg
PiENg aeeess IEp lon .
cua Bob g P tzg; @—;—i
cong
cua Bob K
H(m) H(m)
\béng —
hhau?

Bao mat mang 42



Céc giai thuat ham bdm

3 ham bam MD5 st dung rat pho bien (RFC 1321)
o tinh phan loai thdng diép 128 bit trong tién trinh 4
budc
O v6i chudi x ¢é 128 bit bat ky, khé khdn dé xay
dung thong diép m sao cho bdm MD5 clia né bing
Vol X
J SHA-1 ciing duoc dung.
o chuan cia My [NIST, FIPS PUB 180-1]
o phan loai thong diép 160-bit
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" ! 7.5 Khéa phdn bé va chiing chi

James F. Kurose
Keith W. Ross
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Cdc trung gian dugc tin cay

Van d¢ khéa doi xing:

3 Lam thé ndo 2 thuc the
cung thiét l1ap khéa bi mat
trén mang?

Giai phadp:

3 Trung td@m phdn b6 khéa
(key distribution center-
KDC) dugc tin cay - hoat
dong trung gian giita cdc
thuc thé

Van d¢ khda cdng cong:

3 Khi Alice lay duoc khéa
cong cong cua Bob (tur
web site, email, dia),
ldm sao biét khéa cong
cong cua Bob chir khong
phai cia Trudy?

Giai phap:

7 noi cap ching chi
(certification
authority-CA) dugc tin
cay
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Key Distribution Center (KDC)

3 Alice, Bob can khéa doi xtthg duoc chia sé.

1 KDC: chia s¢ khéa bi mat khdac nhau véi moi hguoi ding
da dding ky

7 Alice, Bob biét cdc khéa doi xiang cua ho, K, vne Kekoe .
dé truyén théng voi KDC.
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Key Distribution Center (KDC)

Hoi: Lam sao KDC cho phép Bob, Alice xdc dinh khéa bi
mat doi xang dé truyén thong véi nhau?

AT KDC sinh

T ra R1 -

o S 5 Cad
£

bA‘I’irclgl Axoc(R1, Kgkoc(AR1) ) Bob hiéu va
Ic ding R1 d¢
Kgkoc(AR1) truyén thong

véi Alice

ﬁ

Alice va Bob truyen thong: ding R1 nhu
khoa phién lam viéc dé chia sé¢ md hda doi xing
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Cap chitng chi

7 Certification authority (CA): gan két khéa cdng cong
v6i thuc thé E ndo dé.
3 E (nguoi, router) dang ky khéa cong cong cua ho véi
CA.
o E cung cap "bing ching @ nhan dang” cho CA.
o CA tao ra chung chi rang budc E véi khéa cong cong cua no.
o chting chi chita khéa cbng cong ctia E dugc ky s6 boi CA -
CA nai "day la khoa cong cong cua E"

khéa cong cong @"‘:'9 K+
cia Bob ,+ ° 2]
KB

7 chtting chi cho khda
thong tin dé ... 9

nhan dang Bob (&4 = cong cong cua Bob,
Pt ky bai CA
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Cap chitng chi

3 Khi Alice muon lay duoc khéa cong cong cua Bob:

o lay chitng chi ctia Bob (6 Bob hoic noi ndo dé)

o dp dung khéa cdng cong ciia CA cho chiing chi
cua Bob, lay duoc khéa cong cong cua Bob

¥ chit ky s6 khéa céng
Kg (dd > @T’?Qng cia Bob
giai md) Kg

A
khéa céng cong : @&
cua CA : K"‘
: CA
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Moi chirng chi chua

— 1 S6 tha tu (duy nhat)

3 thong tin veé
thuat va chi

3% Edit A Certification Authority - Netscape Mi=E3

This Certificate belongs to: This Certificate was issued by:
Class 1 Public Primary Certification Class 1 Public Primary Certification
Authority Authority
VeriSign, Inc. VeriSign, Inc.
us us

L— || Serial Number: 00:CD:BA:7F:56:F0:DF:E4:BC:54:FE:22: AC:B3:72: AAI55

ngudi s¢ hitu ching chiy bao gdm giai
gia tri khéa (khdng hicn thi ra)

51 thong tin vé
nguoi phat
hanh ching chi

This Certificate is valid from Sun Jan 28, 1996 to Tue Aug 01, 2028 ™
Certificate Fingerprint:
97:00:E8:57:5F:D3:50:47:E5:43:0C:

\

This Certificate belongs to a Certifying Authority

[ Accept this Certificate Authority for Certifying network sites
W pccept this Certificate Authority for Certifying e-mail users
[ Accept this Certificate Authority for Certifying software developers

[ Warn before sending data to sites certified by this authority

Ok Cancel

03 ngay kiém tra
tinh hop 1&
—0 chit ky s6 boi
ngudi phat
hanh ching chi
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7.6 Diéu khién truy cap: cdc
firewall

James F. Kurose
Keith W. Ross
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Cac Firewall-Tuong lua

—firewall
co lap mang noi bo cua 16 chuac voi Internet, cho
phép mot s6 géi dugc truyén qua, ngdn chin cdc
goi khac

Internet

mang dd dugc !
cong cong

quan fri

firewall
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Firewall: Tai sao phai dung?

ngdn chin cdc cuoc tan cdng tir choi dich vu denial of
service (DoS):
o SYN flooding: ké tan cong thiét 1ap nhiéu két noi TCP “ao",
khdng con tdi nguyén cho cdc két noi “that"
ngdn chin viéc stra d6i/truy cap bat hop phdp cdc dir
liéu ndi bo.
o vd: ké tan cdng thay thé trang chu ciia CIA bing trang ndo
dé
chi cho phép cdc truy cap hop phap vao bén trong mang
(tap hop cac host/user dugc ching thuc)
2 kieu firewall:
O mirc tng dung
O loc goi tin

Bao mat mang
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dc géi dén s& dug
phép vao? Cac goi
chuan bi ra cé dugc

ép khéng?
-—
)

Loc gdi tin

7 mang noi bo két noi voi Internet thong qua router
firewall
3 router loc tirng géi mot, xdc dinh chuyén tiép hoic
bo cdc géi dua trén:
o dia chi IP nguodn, dia chi IP dich
o cdc sb higu port TCP/UDP ngudn va dich
o kiéu thong diep ICMP
O cdc bit TCP SYN va ACK
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Loc gdi tin
0 Vi du 1: chin cdc datagram dén va di voi truong
giao thirc IP = 17 va port nguon hoic dich = 23.
O Tat ca cdc dong UDP den/di va cdc ket noi
telnet déu bi chan lai.
3 Vi du 2: chan cdc doan Block TCP véi ACK=0.

o Ngdn chin cdc client bén ngodi tao cdc két noi
TCP véi cdc client bén trong, nhung cho phép
cdc client bén trong két noi ra ngodi.
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Cdc ung dung gateway phién telnet ti

gateway dén host

phién telnet tur

host dén gateway
3 Loc cac goi trén di liéu il —
tng dung cling nhu cdc cation S rauter va loc
truong IP/TCP/UDP.
3 Vi du: cho phép chon cac
user bén trong dugc
telnet ra ngoai.

1. yéu cau tat ca cdc user phai telnet théng qua gateway
2. véi cdc user dd duoc cap phép, gateway thict lap ket noi voi
host dich. gateway tiép van dit liéu gitta 2 két noi.

3. Router loc va chin tat ca cdc két nbi telnet khdng xuat phdt
tu gateway.
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Cdc han ché cua cdc firewall va gateway

7 gia mao IP: router 7 cdc loc thuong dung tat
khéng thé biet dir licu. ca hoic khdng cé chinh
c6 thuc sy dén tir nguon sdch ndo danh cho UDP
tin cay ‘hC‘Y khdng | 7 sy cdn bing: muc do

A néu nhieu ting dung can truyen thdng véi bén
doi xtr dac biét, moi cai ngodi va su an toan
so hiiu gateway rigng.. 5 phidy site bao vé mirc

3 phan mém client phai cao van phai chiu dung
biét cach tiep xdc voi su tan cong
gateway.

o vi du: phai thiét 1ap dia
chi IP cua proxy trong
trinh duyét Web
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7.7 Céc loai tan cong va cdch

r1 — "ﬁ:iﬂ " . \ A
| computer phong Ch()ng

'
g i
networ_ ing mﬂ \

James F. Kurose
Keith W. Ross
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Cdc moi de doa bao mat Internet

Phuong thuc:
o truéc khi tan cong: tim hiéu cdc dich vu dd hién
thuc/hoat dong trén mang
o Dling ping dé xdc dinh cdc host ndo ¢cé dia chi
trén mang
O Quét port: lién tuc tht thiet lap cdc két noi TCP
vGi moi port (xem thir chuyén gi xay ra)

Bien phdp doi phé?
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Cdc moi de doa bao mat Internet

Bién phdp doi phé
o ghi nhan luu théng vao mang

O quan tam hanh vi nghi ngo (cdc dia chi IP, port bi
quét lien tuc)
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Cdc moi de doa bao mat Internet

nghe ngdng géi:

o phuong tién truyén thdng pho bién

o NIC promiscuous (hdn tap) doc tat ca cdc géi
chuyén qua né

0 ¢6 thé doc tat ca cdc dir lieu dugc md héa (nhu

mat khau)

o vi du: € nghe ngdng cdc géi cua B

A

Bien phdp d6i phé?

al 1)

e src:B|dest:A| |payload |
= B
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Cdc moi de doa bao mat Internet

Packet sniffing: Bién phdp do6i phé

O tat ca cdc host frong 16 chuc chay phan mém

kiem tra dinh ky tha host ¢é & ché do

promiscuous

o 1 host mdi doan ctia phuong tién truyén thong

@C
.‘.

src:B

dest:A

payload

e
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Cdc moi de doa bao mat Internet
IP Spoofing (gia mao IP):

O ¢6 thé sinh ra cdc géi IP "thd" truc tiép tir tng
dung, gdn gid tri bat ky vdo truong dia chi IP
nguon

o bén nhan khdng thé xdc dinh nguon bi gia mao

o vi du: C gia mao la B

AP %C

<«———src:B|dest:A| |payload
; B

Bien phdp doi phé?
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Cdc moi de doa bao mat Internet

IP Spoofing: loc quyén vdo
O router s& khong chuyén tiep cdc géi di voi truong
hop cac dia chi nguon khong hop 1€
O tuyét voi, nhung loc nhu the khdng thé dp dung
cho tat ca cdc mang

AP %C

<«———src:B|dest:A| |payload
; B
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Cdc moi de doa bao mat Internet

Denial of service (DOS):

O gdy ra “ngap lut" biang cdc géi sinh ra bsi y do
xau cho bén nhan
o Distributed DOS (DDOS): nhiéu nguon phoi hop

lam "ngép lut" bén nhan

o vi du: C va cdc host & xa tan cdng SYN A

A

Bien phdp doi phé?

‘ SYN

SYN

SYN

X

SYN

SYN

e
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Cdc moi de doa bao mat Internet

Denial of service (DOS): Bién phdp d6i phd?
o loc ra trudc cdc goi dung lam “ngap lut” (vi du:
SYN)

o theo dgi nguoc lai nguon gdy ra “ngap lut" (co ché
giéng mdy phdt hien néi di cua M)

A gl @

SYN SYN SYN
»..

SYN

'Y
SYN
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: 7.8 Bio mat nhiéu lop

networking g

James F. Kurose
Keith W. Ross

7.7.1. Bao mat email

7.7.2. Bao mat cac socket
7.7.3. IPsec

7.7.4. Bao mat trong 802.11
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Bio mat e-mail

0 Alice muodn gti 1 e-mail bi mat, m, dén Bob.
KS:@-;’D

* —IK ik Ks(m )
| QL %@ ? g
= Internet = K S = &:_:L'E"f

A
A

K+ . - + k' .
Ks— Bf() ke ) ke ) f|3()

Alice:

0 sinh ra khéa riéng déi xiang ngau nhién, K.
0O md hda thong diép vai K

Q cling md hoda K, voi khda cong cong cua Bob.
a gtri ca Kg(m) va Kg(Ks) cho Bob.
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Bio mat e-mail

0 Alice mudn gtri 1 e-mail bi mat, m, dén Bob.

KS:@‘?”

: —IK i Ks(m )

m —> K<(+) s(m) 54’@_’ m
éﬁ&? Eggg @@ A .
@ =Zp Internet ":Ks@"’” a;,@,ﬁ‘i

L
N

Ks— Kp(- Ka()
Kg' &= Kg' &=
Bob:
0 dung khéa riéng cua anh ay dé giai md va phuc
hoi K<

O ding Ke d¢ giai md Ks(m) va phuc hoi m
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Bio mat e-mail

- Alice muon cung cap su todn ven thdng diép chiing
thuc nguoi gui.

&K Ky @
K (H(m)) Ka(H(m) [+~

— H() HKRC |—>K(°) H(m )
é;} (+) 1 KaC) 1 - A _1 i
5 G{H‘Q: Internet %‘@ ompere T
m Im—> H() 1 H(m )

- Alice ky s6 trén thdng diép.
- giri ca thong di¢p (dang rd rang) va chit ky so.
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Bio mat e-mail

- Alice mudn cung cap su todn ven thdng diép chuang thuc
ngudi giri, sy bi mat

E=Ka !
m—s H(") F K;(') KA(H(m)) KS@—;a

5 ks 7
. ! ®

Ka(Ks )

57
=Zp Internet

I<E:"@—:=—p
Alice ding 3 khéa: khéa riéng cta c6 ay, khéa cong
cong cua Bob, khéa d6i xitng vira mai tao
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Pretty good privacy (PGP)

m chuén trén thuc 1é, la lugc
do md hda email Internet.

7 dung md héa khéa doi xung,
khda cong cong, ham bdm va
chir ky so nhu dd trinh bay
o Truoc.

A hd trg dong nhat, ching
thuc nguoi gui, sy bi mat

3 ngudi phat minh: Phil
Zimmerman.

A PGP signed message:

-—--BEGIN PGP SIGNED MESSAGE---
Hash: SHA1l

Bob:My husband i1s out of town
tonight.Passionately yours,
Alice

-——-BEGIN PGP SIGNATURE---

Version: PGP 5.0

Charset: noconv

yhHJRHhGJGhgg/12EpJ+108gE4vB3mgJ
hFEvZPOt6n7G6m5Gw2

—-——END PGP SIGNATURE---
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Secure sockets layer (SSL)

O bao mat lop transport
voi bat ky tng dung ndo
dua trén TCP dung cac
dich vu SSL

O dung gitta trinh duyét
Web, cdc server trong
thuong mai dién tu

3 cdc dich vu bao mat:

O chiing thuc server

O md hoa dit liéu

o chtng thuc client (tuy
chon)

O ching thuc server:

o trinh duyét cho phép
SSL chira cdc khéa cong
cong cho cac CA duoc
tin cay

O trinh duyét yéu cau
ching chi server, pha’r
ra bi CA duoc tin cay

O tfrinh duyét dung khéa
cong cong cua CA dé
trich ra khéa cong cong
cua server fu chung chi

3 kiém tra trong frinh
duyét cua ban dé thay
cdc CA duoc tin cay
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SSL (1)

M@ héa phién lam viéc SSL :
3 trinh duyét sinh ra khoa
phién doi xirng, md héa né
vGi khéa cong cong cua
server, gui khda (dd ma
hoa) cho server.
3 dung khéa riéng, server
giai md khéa phién
3 trinh duyét, server biét
khéa phién
O tat ca dit liéu gtii vdo trong
TCP socket (do client hoac

server) dugc md hda bai
khéa phién.

J SSL: co sé cua IETF
Transport Layer
Security (TLS).

7 SSL cé thé dung cho
cdc thg dung khong
Web, nhu IMAP.

3 chung thuc client ¢é
thé hoan thanh véi cdc
ching chi client
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IPsec: bao mat 16p Network

O bao mat I6p Network:
O host gtri md héa dit liéu
trong IP datagram

O cac doan TCP & UDP; cdac
thong diép ICMP & SNMP.

O ching thuc |6p Network:

o host dich cé thé chiing
thuc dia chi IP nguon
O 2 giao thic co ban:
O authentication header
(AH)
O encapsulation security
payload (ESP)

J véi ca AH va ESP, nguon -
dich bat tay nhau:

o tao kénh logic 16p network
goi la mot security
association (SA)

3 moi SA theo 1 chieu duy nhat
0 duy nhat xdc dinh béi:
O giao thtc bao mat (AH
hoic ESP)
o dia chi IP nguon
o ID cua két nbi 32-bit
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Giao thuc AH

3 ho trg chung thuc AH header chua:
hguon, toan ven dit lieu, 3 nhan dang két ndi
khong tin cay 5 dit liéu chiing thuc: théng

7 AH header duogc chén diep dd duoc ky tir nguon
vao gitta IP header, dugc tinh todn dua trén
truong dir liéu. IP datagram goc

0 truong giao thic: 51 7 truong header ké tiép:

7 trung gian xt ly cdc xdc dinh kiéu cua dir lieu
datagram nhu binh (vd: TCP, UDP, IcMP)
thuong

TP [eadiar dit ligu (vd: TCP, UDP, TCMP)
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Giao thiac ESP

0 hé tro todn ven di liéu, 3 truong chitng thuc ESP
mat

) 3 Protocol = 50.
A md hoa dit liéu, ESP trailer

7 truong header ké tiép nam
trong ESP trailer.

-dd chiring thuc
p dd md hda

ESP ESP  ESP
IP header TCP/UDP segment "
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Bao mat TEEE 802.11

d Khao sat:
0 85% viéc stt dung ma khong cé md hoa/chung thuc
o dé dang bi phdt hién/nghe ngéng va nhiéu loai tan
cong khac!
0 Bao mat 802.11
O md hda, chitng thuc

o thir nghiém bao mat 802.11 dau tién: Wired
Equivalent Privacy (WEP): cé thiéu sét

O thir nghiém hién tai: 802.11i
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Wired Equivalent Privacy (WEP):

3 ching thuc nhu trong giao thic ap4.0
o host yéu cau chitng thuc tir access point
O access point gui 128 bit
o host md héa ding khéa doi xitng chia s¢
O access point giai ma, chung thuc host

7 khdng cé co ché phdn b6 khéa

3 ching thuc: chi can biét khéa chia sé
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md hoa dir lieu WEP

7 Host/AP chia sé khéa d@6i xing 40 bit (bdn c6 dinh)

7 Host gan thém vector 24 bit (initialization vector-IV)
dé hinh thanh khéa 64 bit

7 khéa 64 bit ding dé sinh ra dong cdc khéa, k.
3 k' diing dé md héa byte thu i, d;, trong frame:
c. =d: XOR kv
3 IV va cdc byte dd dugc md hda, ¢; gti trong frame
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mad hoa 802.11 WEP

IV

(per frame)

Kg: 40-bit
secret
symmetric

plaintext

frame data —>d1

plus CRC

)

key sequence generator
( for given Kg, 1V)

v v v
kit ko ks

v

66 o 9 o 0
d3 ... dy CRC; ...CRC,
]
l ) : :
v v v v
C; ... Cn CN+l ... CN#4

C1

m& héa WEP phia gui

v v v
--ll(N 1fN+1 kIN+1

802.11
header

IV

WEP-encrypted data
plus CRC
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Bé khoa 802.11 WEP

LS hong bao mat:
A 24-bit IV, mot IV moi frame -> phai dung lai IV
3 IV truyén di v6i dang van ban thd -> phdt hién duoc viec
dung lai IV
0 Tan cong:
O Alice md hoa van ban tho cho truéc dy d, d3 dy ...
o Trudy nhin thay: ¢; =d; XOR k.Y
O Trudy biét ¢; d;, vi thé cé thé tinh duoc kY
O Trudy biét duoc md hda chudi khda k™ k™ k3™ .
o lan ding IV lai ké tiép, Trudy cé thé giai m& duoc!
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802.11i: cai tién su bao mat

3 rat nhiéu (va chic chin hon) dang md héa cé
thé

7 hd tro phdn bo khéa
3 dung chitng thuc server tach riéng khoi AP
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802.11i: 4 giai doan hoat dong

@0

STA: AP: a&gess point
client station "

wired
network

A
v

@ Discovery of
security capabilities

A

»
»

’STA and AS mutually authenticate, together
generate Master Key (MK). AP servers as “pass through”

A

AS:

Authentication

server

@) STA derives _
Pairwise Master ‘ AS derives
Key (PMK) same PMK,
sends to AP

»

@) STA, AP use PMK to derive
Temporal Key (TK) used for message
encryption, integrity
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EAP: extensible authentication protocol

7 EAP duoc gui trén cdac “link” riéng biét
O mobile-dén-AP (EAP trén LAN)
o AP dén server chitng thuc (RADIUS trén UDP)

@2 :
wired
network
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Tong két biao mat mang

Cac k§ thuat co ban......
o md héa (d6i xing va céng cong)
O chiing thuc
O toan ven thong diép
o phdn bé khéa
... st dung trong nhiéu boi canh bao mat khdc
nhau
O bao mat email
O bao mat van chuyén (SSL)
0 IP sec
0 802.11
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