' 0S| MODEL

DIFFERENT LAYERS OF
THE NETWORK STACK




NOi dung

« Vai tro cla tang Ung dung.
« M6 ta vé tang irng dung trong mo6 hinh OSI va TCP/IP.

« Md hinh quan ly cac dich vu trong tang irng dung.

* Gidi thiéu vé cac dich vu va giao thirc théng dung trong tang
rng dung.


http://thietbivienthongbachkhoa.com/Default.asp?mod=ProductType&action=list&TypeID=275&temp=Vertuvn_vn&Object=8&ItemID=275&Language=vn

1. Vai tro cua tang irng dung (Application)

» Application cung cap giao dién chinh dé ngudi dung
tuong tac v@i chuong trinh ing dung.

* ThOng qua cac phan mém, dich vu, giao thirc sé gilp
cho ngudi dung truy nhap cac théng tin va dir liéu trén
mang.

* MOt s6 vi du vé cac rng dung trong tang nay bao gom:
Web, Mail, FTP, Telnet...



http://thietbivienthongbachkhoa.com/Default.asp?mod=News&action=list&NewsID=97&temp=Vertuvn_vn&Object=1&ItemID=81&Language=vn

2. M6 ta vé tang ing dung trong OSI va TCP/IP

« Trong md hinh OSI thi tang Ung dung duagc tach biét ra thanh
Application, Presentation, Session dé dé hoc va phan tich.

« Tang ing dung dugc mo ta la tang deé nguorl dung c6 thé ra
lénh, yéu cau cac thao tac théng qua clra s6 cla cac chuong
trinh ing dung. Tu cac chuong trinh Ung dung dtang 7 N0 sé
dugc Presentation phién dich ra dé may tinh hiéu, con tang
Session s& dam phan phién truyén.

« Trong TCP/IP: Application né bao gobm ca 3 tang (da tham
chiéu trong OSI) d6 la Application, Presentation, Session



http://thietbivienthongbachkhoa.com/Default.asp?mod=Product&action=list&TypeID=273&ID=1599&temp=Vertuvn_vn&Language=vn

ng dung va dich vu trén mang?

MUSIC OMLINE
VolP
GAME CHAT
ON LINE o-Dffice
SMS
MAIL
SCHOOL
ON THE WEB
INTERNET VIDEO
CONFERENCE FTP
GOOGLE
TELNET SRYPE
NEWS AITTORENT E-COMMERCE

VoD

e-BANK

YOUTUBE

EBAY

35H

GRID

g=-Goverment



Ung dung mang

o Hoat déng trén cac hé thong

dau cudi (end system)

« Cai dat giao thirc rng dung dé
cung cap dich vu

o GOm cb 2 tién trinh giao tiép

voi nhau qua moi trrong mang:

- Client: cung cap giao dién NSD, gui
thong diép yéu c:élu dich vu/

. Server: cung cap dich vu, tra thong diép
dap wng

o Vi dU Web

- Web browser (trinh duyét Web): Chrome,

Firefox...
. Web server: Apache, Tomcat...




Giao tiép giira cac tien trinh rng dung
. Socket: diém truy cap dich vu cla tang giao van

C4c tién trinh (rng dung st dung socket goi dich vu cla tang
giao van dé trao doi thdng diép
« Dinh danh cho tién trinh b&i: Dia chi IP, S6 hiéu cong
o Vi du: tién trinh web server trén may chu clia SolCT c¢é
dinh danh 202.191.56.65:80

- Sockel ~__ contralled by

- app devalaper

T,

controllad
oy OS5

3

Natwork




Giao tiép giira cac tién trinh

e Tién trinh client: g¥i yéu cau

e Tién trinh server: tra 1o

e M®& hinh dién hinh: 1 server — nhiéu client

e Client can biét dia chi cua server: dia chi IP
sO hiéu cong

wait for result handles response
cient —------=-=---- ) —
r&quaali_ ."I response
SErvVer —=—=—= === —_— e - -
Wit handle wait

request



3. M6 hinh quan ly cac dich vu trong tang irng dung

Client/Server: la may con (déng vai tro may khach) g&ri mot yéu
cau (request) dén may chu (déng vai tro ngudi cung cap dich
vu), may chu sé xur ly va tra két qua vé cho may con. Ta thuong
thay la dich Web, Mail, DNS....

‘Peer to Peer: la mang ngang hang. Ngang hang vé mat chuirc
nang va ing dung. Hoat ddng cac ing dung déu dat ¢ tang 7.
Hai may truc tiép ndi chuyén vai nhau vi tang 7 khong phu
thudc vao duong truyén.

e MO6 hinh lal



Cac mo hinh trng dung

e Khach-chu (Client/Server)

e Ngang hang (P2P: Peer-to-peer)



1 Khach ‘ , client
GUi yéu cau truy cap dich vu dén O

m‘éy chu i client \
Vé nguyén tac, khong lién lac M!D

trwe tiép v&i cac may khach khac
1 Chu

Thwéng xuyén online d& cho y/ic ©F
dén tlr may tram /
C6 thé cé may chl duw phong dé uﬁ

nang cao hiéu nang, phong sw ¢
1 e.g. Web, Mall, ...

clien



Mo hinh ngang hang thuan tuy

Peer Peer
» Khong c6 may chu trung tam \ RN
» Cac may co vai tro ngang Peer N /N
N / Y Peer
nhau .._ '-.__'.% - ;5
» Hai may bat ky co the lién lac N\

trwee tiép voi nhau VPl
» Khodng can vao mang thwong - M-

Xuyén Peer Peer
» E.g. Gnutella

-




® Mot may chi trung tam dé quan ly
Mo hinh lai NSD, théng tin tim kiém...

Client ; ® Cac may khach sé giao tiép truc
i! \ / tiép v&i nhau sau khi dang nhap

‘ Eﬂmrn ® E.g. Skype
f,,f » May chu Skype quan ly cac
/ \ phién dang nhap, mat khau. ..

cion, g P » Sau khi k,ét ndi, cac may sé goi
VolP trwc tiep cho nhau

P2P Comm.

Client-Server GComm.




4. Gidi thiéu veé

Tén dich vu

Web

Mail

DHCP

FTP

Telnet
SSH
Chat

Tén tiéng anh

+ Hypertext Transfer Protocol
+ Hypertext Transfer Protocol
Secure

+ Simple Mail Transfer
Protocol
+ Post Office Protocol

+ Dynamic Host Configuration
Protocol

File Transfer Protocol

Telnet
Secure Shell
Internet chat

Giao thirc dich vu

HTTP
HTTPS

SMTP
POP (POP3)/IMAP

DHCP Server
DHCP Client

FTP

Telnet
Secure Shell
IM

Giao thirc truyén thong

TCP
TCP

TCP
UDP

UDP

UDP

TCP

TCP
TCP
TCP

dich vu va giao thirc trong tang rng dung

Port dich vu

80
443

25
110, 143

67
68

20 (truyén dit liéu)
21 (truyén théng tin diéu
khién)

23
22
531


http://thietbivienthongbachkhoa.com/Default.asp?mod=Product&action=list&TypeID=306&ID=1622&temp=Vertuvn_vn&Language=vn
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Tén mién va dich vu DNS




Gi¢i thieu chung

- DNS (Domain Name System) la Hé thong phan giai tén dwoc phat minh vao nam
1984 cho Internet, chi mdt hé thdng cho phép thiét 1ap twong rng gitra dia chi IP
va tén mién.

- Hé thong tén mien (DNS) 1& mét hé thong dat tén theo thi tw cho may vi tinh,
dich vu, hoac bat ky nguon lwc tham gia vao Internet.

- Lién két nhiéu théng tin da dang v&i tén mién dwoc gan cho nhirng ngudi tham
gia. Quan trong nhat 1a, chuyén tén mién cé y nghia cho con ngwdi vao so dinh
danh (nhi phan), lién két v&i cac trang thiét bi mang cho cac muc dich dinh vij va
dia chi hoa cac thiét bi khap thé gidi.

- Phéan giai tén may chu may tinh thanh dia chi IP

Vi du, www.example.com dich thanh 208.77.188.166.



tim dén may
chd nao dang
qu:]?g nllyl ;%n t.ra |G chc3
client IP tén
mién ma may
chu quan ly

Browser sends "hetp(t"
command to weh server.

\ Web browser renders
HTML web page.

Web server returns
HTML data stream.



Cd ché van hanh cua hé théng DNS

Google.com

/ 178.19.72.10
G le.com
ceboo Facebook.com
Elhl}'.{“i}:ll}_
\ -
DNS S - ©6.128.110.58




Quy tac dat tén mién

e Quy tac dat tén mién:
Po dai toi da : 255 ky tu
Po dai tdi da cua label : 63 ky tw
Label phéi bat dau bang s6 hoac chiy, chi chira so,
chir, “-“, .7
Phan Cap tén mién : goc, cap 1, cap 2...



DNS Namespace
— Hé thdng tén trong DNS sap xép theo mo hinh phan cap va ciu tric cdy logic duoc goi 1a DNS namespace.

Root Domain

Cau trdc
cua hé
thong tén
mién

Top-level Domains

Second-level domains

¢ 9

Bi€u dién don gian chi 1a dau cham “,
— Tén mién cap mot (Top-level-domain) : gom vai ki tu xac dinh mdt nuéce, khu vuc hoac to chire. “.com” ,

(13 29

edu” ...
— Tén mién cap hai (Second-level-domain): N6 rat da dang rat da dang c6 thé 1a tén mot cong ty, mot to chirc

hay mot c4 nhan.
— Tén mién cap nho hon (Subdomain) : Chia thém ra cua tén mién cap hai tr¢ xuéng thuong dugc st dung nhu

chi nhanh, phong ban cta mdt co quan hay chil dé nao do.



Phan loa1 tén mién

— Com : Tén mién nay duogc dung cho céc to chtrc thuong mai.

— Edu : Tén mién nay dugc dung cho cac co quan giao duc, trudng hoc.

— Net : Tén mién nay dugc dung cho céc td chitc mang 16n.

— Gov : Tén mién nay dugc dung cho céc to chic chinh phu.

— Org : Tén mién nay dugc dung cho cac to chirc khac.

— Int : Tén mién nay dung cho cac to chtic quoc té.

— Info : Tén mién nay dung cho viéc phuc vu thong tin.

— Arpa : Tén mién nguoc.

— Mil : Tén mién danh cho céc t6 chirc quan sy, quoc phong.

— M3 cac nudc trén thé gidi tham gia vao mang internet, cac quoc gia nay dugc
qui dinh bang hai chit cai theo tiéu chuan ISO-3166 .Vi du : Viét Nam 1a .vn,
Singapo 1a sg....



DNS Server

— DNS Server mdt may tinh c6 nhi€ém vu la DNS Server, chay dich vu DNS
service.

— DNS Server 1a mét co s¢ dit lieu chira cac thong tin vé vi tri cia cac DNS
domain va phan giai cac truy van xuat phat tur cac Client.

— DN Server c6 thé cung cap cac thong tin do Client yéu cau, va chuyén dén
mot DNS Server khac dé nho phan giai ho trong truong hop né khong thé tra 10i
duoc cac truy van vé nhitng tén mién khong thudc quyén quan 1y va ciing ludn
san sang tra 101 cac may cha khac vé cac tén mién ma nd quan 1.

- DNS Server luu thong tin ctia Zone, truy van va tra két qua cho DNS Client.



Hé thong may chu DNS

o May chu tén mién goc (Root server)

. Tra 1&i truy van cho cac may chu cuc bd

. Quan ly cac zone va phan quyén quan ly cho may cha cap dwéi
. C6 13 hé thong may cha goc trén mang Internet
(http://www.rootservers.org)

|.|'-. il ATE P

©® 1 DN



Hé thong may chu DNS (tiep)
e May chi tén mién cap 1 (Top Level Domain)
Quan ly tén mién cap 1
o May chu dwoc Uy quyén (Authoritative DNS
servers) o
Quan ly tén mién cap duwdi
« May chu cla céc to chirc: cua ISP
o May chu cuc bd: danh cho mang néi bb cua co
quan t6 chirc
Khéng nam trong phan cap ctia DNS



Phan giai tén mién
e Tuw phan giai
File HOST : CA\WINDOWS\system32\drivers\etc\
Cache
e Dich vu phan giai t&n mién DNS:
client/server
UDP, Port 53
Phan giai dé quy (Recursive Query)
Phan giai twong tac (Interactive Query)



Thong diép DNS
. DNS Query va DNS
Reply

» Chung khuén dang

o QUESTION: tén mién can truy
van

» SO lwgng: #Question

o ANSWER: thdéng tin tén mién tim
kiém dworc

« SO lwong: #Answer RRs

e AUTHORITY: dia chi server tra 10
truy van

o ADDITIONAL: théng tin phan giai
tén mién cho cac dia chi khac

SRC =53 DST =53

checksum length
Identification Flags
#Question #Answer RRs
#Authority RRs | #Additional RRs




Phan gidi tuong
tac

Co ché mac
dinh trén cac
may chud DNS

T4 dat lén may ch tén mign

gbc rat ém. Thurc t& méy chi
DNS cuc b thurdng da biet cac
méy chi TLD (co ché cache)

sni{:t.hust.u-::lu.ﬁ.;n soict.hust.edu.vn R
3.0 B
*

Senver

202.191.56.65 Hai dns.hust.edu.vn
Default dns.vn
SErver
Authoritative
DMNS server

dns.hust.edu.vn



Root
server

A c2: 4A soict.hust.edu.vn
Phan giai dé !
quy J soict.hust.edu.vn n 202.191.56.63| |
! : = TLD
Tuy Ct\Q nmo 202.191.56.65 E server
rong Default
' SErver dns.vn
T4i At 1én céc méy chi cp trén ‘ soict hust.edu.vn
rat Ién. Thuc t& may chl ténmién | 202.191.56.65
gic va may chi cap 1 khéng thue o
hién phan gidi d& quy H Authorilative
| DNS server

dns.hust.edu.vn
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<> DiG 9.9.2-P1 <> linux.com

global options: +cmd

Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROE, 1d: 21633

flags: gr rd ra; QUERY: 1, ANSWER: Z, AUTHORITY: £,
ADDITIONAL: 3

QUESTION SECTION: Tén cac may chil DNS server tra |&i truy van.
Néu phén ANSWER rong, DNS Resolver giri

;linmux.com. IN A

; BMSWER SECTION: truy vén t&i cac may chi nay

linux.com. 1786 IN A 140.211.167.51
linux. com. 1786 IN A 140.211.167.50

; ; VAUTHORITY SECTION:
linux.com. 86386 IN HS5-nsl.linux-foundation.org.

linux.com. 86386 IN HS5-nsi.linux-foundation.org.
;; ADDITIOMAL SECTION:

nsl.linux-foundation.org. 261 IN A 140.211.169.10
ns2.linux-foundation.org. 262 IN A 140.211.169.11




‘ ; €3> DiG 9.9.2-P1 <> linux.com

;7 global options: +cmd

;: Got answer:

;: —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,

ADDITIOMAL: 3
s QUESTION SECTION:
;linmuax.com. IN A

;; ANSWER SECTION:

linux.com. 1786 IN A 140.211.167.51

linux.com. 1786 IN A 140.211.167.50

; ; AUTHORITY SECTION:

linux.com. 86386 IN NS nsl.linux-foundation.org.
linux . cem.—86386-IN NS ns2. linux-foundation.org.

; /_ ADDITIONAL SECTION: . —
nul linux-foundation. org. 261 IN llﬂ 211.169.10
ns2.linux-foundation.org. 262 IN llﬂ 211.169. 11 ,f

s
T

y %



3. HTTP va WWW

HTTP va Web

® Internet trwdc thap ky 1990s:
Hau nhw chi s dung han ché trong co quan chinh phud, phong nghién ctru...
Cac dich vu email, FPT khéng phu hgp cho chia sé théng tin dai chung
Khéng c6 co ché hiéu qua dé lién két cac tai nguyén théng tin nam rai rac
trén Internet
® Nam 1990, Tim Berners-Lee gi¢i thiéu World Wide Web:
Trao dbi thédng tin dwdi dang siéu van ban (hypertext) s dung ngén ngir.

- Http (HyperText Transfer Protocol) la giao thirc truyén tai siéu van ban dugc
st dung trong www dung dé truyén tai dit liéu gitra Web server dén cac trinh
duyét Web va ngudgc lai. Giao thirc nay st dung cong 80 (port 80) la chu yéu.



Uniform Resource Locator

 Dinh vi mot tai nguyén bat ky trén mang va cach
thire dé truy cap tai nguyén dé
protocol://hostname[:port] /directory-path/resource
o protocol: Giao thwe (http, ftp, https, smtp, rtsp...)

o hostname: tén mién, dia chi IP

o port: cong ng dung (c6 thé khéng can)

o directory path: dwérng dan toi tai nguyén

e resource: dinh danh cua tai nguyén



HTTP va Web S——

o WWW: World Wide Web Apache Web server
. trao doéi di¥ liéu siéu van ban

HTML (HyperText Markup Language)
trén mang

o HTTP: HyperText Transfer
Protocol

. M6 hinh Client/Server

. Client yéu cau truy nhap téi cac
trang web (chtra cac doi twong web) e ;g?;i;grer Rl
va hién thi chung trén trinh duyét

. Server: Nhan yéu cau va tra 1&i cho

client




HTTP hoat dong ntn?

e Server rpc’y rpc}t TCP socket cho
yéu cau két nodi tai cong 80 (default)

e Client kh&i tao mét lién ket TCP J
t&i server P

HTTP Request
Message

« Server chap nhan yéu cau, tao

liEéN két HTTP Response

Message

HTTP Clients
e Trao doi th('jng diép HTTP (giao (D Broveser) HTTP Server (Web Server)
thirc (’ng dung)
o HTTP Request
o HTTP Response

e POng lién két TCP



Format goi tin:

Trong subt phién lam viéc HTTP , c6 hai loai go1 tin chinh dugc trao doi 1a g01 tin yéu cau
gui tir client dén server goi 1a “Request message” va géi tin phan hoi gui tir server dén
Client? goi 1a “Response message”. Hai loai goi tin nay duoc giao thirc HTTP dinh nghia rat
cu the:

HTTP request message
Gom 3 phan chinh la: Request line, Header va Body. Dit liéu duoc chia thanh cac dong va dinh dang két thic dong 1a
<CR><LF> (tuong trng vo1 cac ky tu 0x0A,0x0D trong bang ma ASCII).

GET findex.html HTTP/1.1 Request Line

Date: Thu, 20 May 2004 21:12:55 GMT
Connection: close

Host: www_myfavoriteamazingsite.com

From: joebloe@somewebsitesomewhere com

Accept: text/html, text/plain

User-Agent: Mozilla/4.0 {compatible; MSIE 6.0; Windows NT 5.1)

General Headers

Request Headers

HTTP

Entity Headers e

Message Body



‘Request line 1a dong dau tién cua géi HTTP Request, bao gdm 3 truong: phuong thirc
(method), dudng dan (path — URL hodc URI cho trudng nay) va (HTTP version).

. Phtm’ng thire (method) c6 thé 1a: GET, POST, HEAD, PUT va DELETE Hai phu:ong
thirc pho bién nhat 1a GET va POST, GET thuong dung dé yéu cau tai nguyén cung cap
trong treong URL.

« Puong din (path) dung dé dinh danh ngudn tai nguyén ma client yéu cau, bat budc phai
c6 it nhat 1a dau «/”.

* Phién ban giao thirc (HTTP version): 1a phién ban HTTP client dang st dung (thuong 1a
HTTP/1.0 hoac HTTP/1.1)

* Header, cac dong nay 1a khong bat budc, viét & dinh dang “Name:Value” cho phép client gin
thém cac thong tin bo sung vé thong diép HTTP request va thong tin vé chinh client. Mot so
header thong dung nhu:

* Accept: ndi dung c6 thé nhan dugc tir thong diép response. Vi du: text/plain, text/html

* Accept-Encoding: cac kiéu nén duoc chép nhan. Vi du: gzip, deflate, xz, exi...

e Connection: tuy chon diéu khién cho két noi hién thoi. Vi du: Keep-Alive, Close...

* Cookie: thong tin HTTP Cookie tur server

*Body, 1a dit liéu gui tir client dén server trong goi tin HTTP request. Pa s6 cac goi tin guri theo
phuong thitc GET sé& c¢6 Body trong, cac phuong thirc nhu POST hay PUT thuong dung dé giri

\
A 11411 nAan A ~rA hans oA A 11A171 frana travravna Radxs



HTTP response message
Dinh dang g6i tin HTTP response ciing gom 3 phan chinh 1a: Status line, Header va Body.

HTTPM.1 200 OK Status Line
Date: Thu, 20 May 2004 21:12:58 GMT
Connection: close

Server: Apache/1.3.27

Accept-Ranges: bytes

Content-Type: text/htmi
Content-Length: 170 Entity Headers
Last-Modified: Tue, 18 May 2004 10:14:49 GMT

General Headers

Response Headers

HTTP
<himb Response
<head=
<title=Welcome to the Amazing Site!</title=
</head:>
<body:= Message Body

<p=This site is under construction. Please come
back later. Sorryl</p=

</body=

<fhtml=



‘Dong Status line gdm 3 trudng 1a phién ban giao thic (HTTP version), ma trang
thai (Status code) va mo ta trang thai (Status text):
* Phién ban giao thirc (HTTP version): phién ban cua giao thec HTTP ma
server ho tro, thuomg 18 HTTP/1.0 hodc HTTP/1.1
« Mi trang thai (Status code): mo ta trang thai két ndi dudi dang so, moi
trang thai s€é duoc biéu thi bdi mot s6 nguyén. Vi du: 200, 404, 302,...
« Mo ta trang thai (Status text): mo ta trang thai két ndi dudi dang van ban
mot cach ngan gon, gitip ngudi dung dé hiéu hon so véi ma trang thai. Vi du:
200 OK, 404 Not Found, 403 Forbiden,...
*Header line cua go1 tin response ¢O chirc nang tuong tu nhu go1 tin request, giap
server co thé truyén thém cac thong tin bo sung dén client dudi dang cac
cap “Name:Value”.
Phan Body 1a noi dong goi dir liéu dé tra vé cho client, thong thuong trong duyét
web thi dit liéu tra vé s& o dudi dang mot trang HTML dé trinh duyét c6 thé thong
dich duogc va hién thi ra cho nguoi dung.



Kién trac
chung cua cac

dich vu web

subdomain.mysite.com/folder/page?id=3

HTML Page, |5 file, C55 file, image, etc.

e
run code.’ 4 -

APACHE

Y

Elicrpsofts

SQLServer \ummd

|

Database Queries

e
F o

l

—




Protocol Stack tai Web Service

Kién triac cua Web Service

Stack van dang dugc phat trién va hién tai co
bon 16p chinh Ia:

(ﬁ uDDI
Service rnlim r)

» Service Transport [Publish :
» XML Messaging 59
> Service Description [ 15\{*

Consumer

> Service Discovery. ob Servi | j Jv}.,sm |




*Service Transport: & [&p nay sé chiu trach nhiém van chuyén thong tin gitra cac
(rng dung. Hién tai, I6p nay sé c6 cac thanh phan nhu: giao thirc truyén tai van
ban Hyper (HTTP), giao thirc thu don gian (SMTP), giao thirc truyén tép (FTP),
giao thirc trao doi mé rong khoi (BEEP).

XML Messaging: & |&p nay sé c6 trach nhiém ma hda nhirng thong diép theo dinh
dang XML pho bién, dam bao cé thé hiéu cac thong diép & hai dau. Lép nay bao gom
cac yéu to: XML — RPC, SOAP.

*Service Description: & |&p nay sé c6 trach nhiém mo ta giao dién cong cong cho mot
Web Service cu thé. Hién tai, cdc mo ta dich vu dugc xtr ly thong qua ngdn nglr mo ta
Web Service la WSDL.

*Service Discovery: & |&p nay sé cé nhiém vu tap trung nhirng dich vu vao mot sé dang
ky chung va cung cap chirc nang xuat ban/ tim kiém dé dang. Hién tai, viéc kham pha
dich vu sé dugc xtr ly thong qua viéc mo ta chung, kham pha va tich hop (UDDI).



Hien thi (rendering) noi dung trang web
o Mb hinh x& ly co’ ban tai trinh duyét: mdi clra s6 hoac 1
frame:
Nhan thong diép HTTP Response
Hién thi:
X ly ma HTML, CSS, Javascripts
Guri thédng diép HTTP Request yéu cau cac doi twong khac(néu co)
Bat va xt ly sw kién
e Cac su kién co thé xay ra:
Sw kién cua ngu¢i dung: OnClick, OnMouseOver...
Sw kién khi hién thi: OnLoad, OnBeforeUnload...
Theo thoi gian: setTimeout(), clearTimeout()...



Giao thic HTTP

4

i ey b * Hypertext Transfer Protocol (HTTP)

PC Eh"?-j: inh -+ ¢ S la giao thirc thudc |op (rng dung web.
duryt - St dung két noi TCP cong 80. HTTP
Firefox 00, dugc dinh nghia trong RFC 1945

(HTTP 1.0) va RFC 2616 (HTTP 1.1).

iphone chay
trinh duyét
Safari



Két noi HTTP

C6 hai loai két n6i HTTP Ia két ndi khdng bén virng va két ndi bén

virng.

- Két noi khdng bén virng: sau khi, server gvi di mot doi twong thi
két noi TCP sé dwoc déng. Nhw vay, moi két ndi TCP chi truyén
dwoc duy nhat mét yéu cau tir client va nhan lai mot thong diép tra
o'l tw server.

- Két noi bén virng: server sé duy tri két ndi TCP cho viéc glvi nhiéu
doi twong. Nhw vay, sé cé nhiéu yéu cau ti client dwoc givi dén
server trén cung moét két ndi. Théng thwdng két ndi TCP nay sé
dwoc dong lai trong mét khoang théi gian dinh trwdec.



Quy trinh hoat déng cuia két néi HTTP khdng bén virng:

-
Buwdc 1: client khdi tao két ndi TCP bang o “# ﬁ
viéc gli yéu clu dén server. Server nhan  neree |

dwoc yéu cau va chap nhan két ndi bang RTT T,
viéc gl trad I vé cho client. Néu sau véu chu 40 -

ligw e

khoang th&i gian RTT ma khéng nhan F — .
— & gian

dwoc tra o1 tie phia server thi client sé gui RTT —g | [yendo
lai yéu cau. o , ey © /

- Buwdc 2: sau khi két n6i duwoc thiét 1ap, gy ]

client s& giri théng diép yéu cau chira tén

dwdng dan clia cac doi twong ( vi du: Théi gian Thai gian
www.hutech.edu.vn/homepage/index.php)

dén server. Server nhan dwoc thdng diép

yéu cau va tién hanh lay ra cac doi twong

dwoc yéu cau. Sau do, cac doi twong duwoc

dong goi thanh théng diép tra 1&i va g

dén client.




- Buwoc 3: server dong két ndi TCP (Lwu y: server chi déng két noi
TCP khi chac chan rang client nhan dwoc théng diép tra &)

- Buwédc 4: client nhan théng diép tra 1&i chira tap tin HTML va hién thi
cac doi twong.

- Buwédc 5: 1ap lai cac buwdce tir 1-4 cho cac doi twong khac.

Lwu y: Trong két ndi HTTP khdng bén virng can cé mét RTT (Round
Trip Time) dé khdi tao két noi TCP. Ngoai ra, can cé mét RTT cho thdng
diép HTTP yéu cau va mdt vai byte dau tién cta théng diép HTTP tra
I&i dwoc tra vé.

Tong thoi gian truyén tap tin = 2RTT+ thoi gian truyén.

Thot gian dap &ng RTT la thoi gian guu mot goi tin co ban tlr client dén
server roi quay ngwoc lai. RTT bao gom dé tré truyen goi tin va hang
doi, do tré trong cac bo dinh tuyén trung gian, chuyén mach va xt& ly goi
tin.



Qui trinh hoat déng cuia két ndi HTTP bén virng:
- Két ndi bén virng khdng co pipelining:

Client phat ra yéu cau mai, chi khi dap ng trwdc dé da
nhan xong.

RTT cho mbi dbi twong tham chiéu.

- Két ndi bén virng co pipelining:
Mac dinh co trong HTTP/1.1.
Client giri yéu cau ngay sau khi gdp mét doi twong tham
chiéu.
It nhat 1 RTT cho tat ca doi twong tham chiéu.
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HTTP Cookie
HTTP Cookie dwgc dinh nghia nhu sau:

HTTP Cookie (web cookie, browser cookie) la di liéu dwoc guti tir server toi
trinh duyét cua nguoi dung. Trinh duyét sé lvu dit liéu cookie nay va gui lai
theo moi HTTP request vé cho cung server dé. Vé co ban, cookie dung dé noi
cho server biét cac request dén tir mot trinh duyét, vi du dé gitr lai trang thai
dang nhap...

HTTP la stateless. Do d8, moi request dén server déu gidng nhau. Vi vay,
server khdng thé phan biét duoc request dwoc glri dén la tir mot client d3
thuc hién request truwdc do, da dang nhap,... hay t¥ mot client maoi.

Vivay, HTTP Cookie d3 ra doi dé giai quyét van dé nay.


https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies
https://developer.mozilla.org/en-US/docs/Web/HTTP/Overview#HTTP_is_stateless_but_not_sessionless

Cac tac dung cua cookie

Cu thé, cac tadc dung chinh clia cookie la:

*Quan ly session: trang thai dang nhap, thong tin gio hang,...

Lwu thong tin cai dat cua nguwoi dung: theme (dark mode hay light mode),

ngon nglt (tiéng viét, tiéng anh), théng tin username/email trong muc binh
luan,...

*Theo do6i va phan tich hanh vi ngwoi dung: cac trang da truy cap, truy cap
bao nhiéu lan,...


https://completejavascript.com/tao-dark-theme-voi-css-variable/

HTTP Cookie cé nhiéu loi ich, nhung cling ton tai nhiéu gidi han nhu:

> Dung lvong luu trir gidi han khoang 4KB. Vi vay, s6 lugng cookie lwu trir
cling gigi han theo.

> Cookie la private d6i vdi mot domain. Do dd, mdt trang web chi co thé doc
duoc cookies cua chinh né.

> Khi so lvgng cookie duoc lwu trir vwot qua gidi han, cac cookie mdi tao ra sé
thay thé cookies cii.

> NE&u ngudi dung disable cookie thi ban sé khéng thé sir dung duoc cac tinh
nang cua no.

> Thong tin lwu trir & cookie 1a khdng bao mat nén cd thé bj danh cap.



HTTP Request

HTTP Response

HTTP Request

HTTP Cookie

* Cookie: dit lieu do *rng dung Web tao ra, chira théng tin trang thai cua
phién [am viéc Server cd thé lwu lai cookie(moét phan hodc toan bd)

- Sau khi xtr ly yéu cau, Web server tra lai thong diép HTTP Response Vi
cookie dinh kem

- Set-Cookie: key = value; options;

- Trinh duyét lru cookie

- Trinh duyét gl&ri HTTP Request tiép theo vdi cookie duoc dinh kem



HTTP Cookie - Vi du
HTTP Response

HTTP/1.1 200 OK

Server: nginx/1.10.1

Date: Mon, 14 Mov 20716 0%1%19 GMT
Content-Type: text/html; charset=UTF-2
Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/5.4.45

Set-Cookie: vflastvisit=1479113139; expires=Tue, 14-MNov-2017 091919 GMT; path=/; domain=vozforums.com; secure
Set-Cockie: vflastactivity=0; expires=Tue, 14-Nov-2017 09:19:19 GMT; path=/; domain=vozforums.com; secure

Expires: 0
Cache-Control: private, post-check=0, pre-check=0, max-age=0
Pragma: no-cache

Content-Encoding: gzip




HTTP Cookie - Vi du
e HTTP Request

GET /chentscnpt/vbulletin_important.cssiv=380 HTTP/1.1

Host: vozforums.com

User-Agent: Mozilla/3.0 (Windows NT 10.0; WOWEd: ne49.0) Gecko/20100701 Firefox/4%9.0
Accept: text/css, ™/ q=0.1

Accept-Language: en-U5,en;qg=0.3

Accept-Encoding: gzip, deflate, br

Referer: https://vozforums.com/

[ Cookie: vlastvisit=1479115159; vlastactivity=0 J

Connection: keep-alive



Bo dem- Caching

e "Cache™ BO nh& dém

www.xyz.com/index.htm

o Khai niém bd nhé cache trong may y %
tinh @
. L1 cache, L2 cache —

b 13

. “"cache miss”, “cache hit”

. Xem xet trerong hop sau:

. Mét td chirc cd mét dworng ndi tdi Internet

. Tat ca lwu lwong truy cap web déu di qua

lién két nay

. Nhiéu NSD web c6 thé cung truy nhap toi |
cung mot nQi dung

. Giai phap cai tién?




St dung bo
dém - web
Droxy

NSD dit tham s6
két no1

client

truy cap web cua trinh duyét qua mot may chu
pProxy o

[J trinh duy¢t gu1 y€u cau dén proxy

] Miss: Proxy gui y€u cau t61 may chu web, tra 101
trinh duy€t va luu dém do1 tugng web

] Hit: Proxy tra doi tuong web cho trinh duyét



Phuong thirc GET ¢ diéu kién

* Muc dich: May chu sé khong
glri doi twong web néu proxy
con luwu gilr thong tin cap nhat
* Proxy: chi ra thoi gian cii cua
doi twong

If-modified-since: <date>
server: Xac nhan lai cé thay doi
hay khong:

HTTP/1.0 304 Not Modified

rox

server

—1 HTTP request msg
If-modified-since: <date>

HTTP response

- HTTP/1.0
304 Not Modified

HTTP request msg
If-modified-since: <date>

HTTP response
+ HTTP/1.0 200 OK

<data>




Web proxy
o Proxy: Vwa la client, vira la server
« St dung bdi cac ISP nhd, cac td chirc nhu trvdng
hoc, cong ty...
« Anh hwdng cua proxy
Lam giam lwu lwgng web trén duwdng ra Internet
C6 thé 1am giam th&i gian dap tng
Thtr phan tich vai trwdng hop
cache hit
cache miss
proxy bi qua tai
Trang web thay ddi/trang web déng?



Local cache
e Cac trang web con co thé duoc lwu trén
may cuc bo
e S dung local cache dé
Duyét web offline
Duyét cac trang web hiéu qua hon



HTTPS
. Han ché ctia HTTP:

Khéng c6 co ché dé ngudi dung kiém tra tinh tin cay ctia Web server >
16 hdng dé ké tan céng gid mao dich vu hodc chén ma ddc vao trang web
HTML

Khéng c6 co ché ma hoa gitr mat > 16 hdng dé ké tan cong nghe 1én
danh cap théng tin nhay cdm
. Secure HTTP: s dung lién két SSL/TLS thay cho TCP dé truyén cac
thong diep HTTP

Xac thuc:

Nguwdi dung truy cap vao dung Website mong mudn

D@ liéu trong qua trinh truyén khéng bj thay doi

Bao mat; dir liéu dwoc gilr bi mat trong qua trinh truyén
e S0 hiéu cong &ng dung: 443



HTTPS

e Tuy nhién, HTTPS cé thé gay hiéu nham cho ngudi
dung rang trang web la an toan:
® Nguwdi dung bat can vi chi chu y biéu twong

HTTPS khdng chdng lai dwoc cac dang tan céng khai thac
diém yéu clia Website



Thw dién tw

o MUA(MaiI User Agent) _ ]
L4y thw tr may chd, g thu . Glao thurec:

dén may chd Chuyén thw: SMTP-Simple Mail
e.g. Outlook, Thunderbird... Transfer Protocol
o MTA (Mail Transfer Agent): : nhan thw
Chtra hop thw dén cua NSD POP — Post Office Protocol
(mail box) IMAP — Internet Mail Access Protocol

Hang doi dé gwi thw di
e.g. Sendmail,
MSExchange...

IMAP Elli illi IMAP @

d : :
mail mai POP . n
g BEerl. POP. |cerver T server user | L,'_*ﬁgq
% ¥ |agent TITTTiT (TN agent| -

SMTP {00000 0000]  sMmTP

Mail box h Message queue




Giao thirc SMTP
. RFC 2821
« TCP, port 25: Chuyén thw ttr client dén server va gitra cac
server voi nhau
. Twong tac yéu cau/tra 1o
Lénh v&i ma ASCII
ma trang thai va di¥ lieu



Giao thi'c SMTP

POP/IMAP server



Cac giao thirc nhan thw
SMTP . smTP

N

% ~ 1 Y A
P = | —— access E:if{f
ﬂﬂﬂﬂf TN PFQTQCDI 53
annnn LI
sender's mail receiver's mail
server server

o POP: Post Office Protocol [RFC 1939]

. Dang nhap va lay hét thw vé

o IMAP: Internet Mail Access Protocol [RFC 1730]
» Phtrc tap hon POP

» Cho phép lwu trir va xtr ly thw trén may chu



somoone@dashiana,

Gmall SMTR
Server

T

=

N

POP or [MAP

A = WL
|
|

Inférnet
|
=
AR
Madljot SMTP Server

Cach thuc hoat déng ctia hé théng SMTP




Web Mail
o Sr dung Web browser nhuw mét MUA
» MUA va MTA giao tiép théng qua HTTP
« Mails dwoc Iwu trir trén may chu
e E.Q.
Gmaill,

Hotmaill,
Yahoo! Mail, etc.

. Ngay nay, rat nhiéu cac MTA cho phép truy cap
thOng qua giao dién web



Khudn dang thong diép thu dién tu

SMTP: Giao thirc dé truyén

thu
RFC 822: Dinh nghia khu
dang

e Phan dau
e 0O
» From:
» Subject:

I rcacer

k.

e Phan than

* ma hoa dwoi dang ma
ASCII

blank
line



Pé chuyén dir liéu da phwong tién:
multimedia extensions

« MIME: multimedia mail ex‘tensjon, RFC 2045, 2056
e Thém moét dong trong phan dau chi rdé khuén dang dir liéu gwri di

: From: alice@crepes.fr
MIME version \Tu: bob@hamburger.edu
Subiject: Picture of yummy crepe.
method used MIMJE-Hersinn' 1.0 YT ETEP
— | - 1.
to encode data Content-Transfer-Encoding: base64
multimedia data///#CﬂntE“t-TypE: image/jpeg
type, subtype, base64 encoded data .....
parameter declaration
/ ......npase64 encoded data
encoded data




FTP: File Transfer Protocol

N

TCP control @

connection, port 21
Nk user FTP » FTP
Sl interface | client ': .| server
TCP data
user \ / connection, port 20 1 I |
local file system remote file system
o _ o Diéu khién Out-of-band :
e MG hinh Client-server . Lénh clia FTP : cbng 21
e Trao dai file gilra cac may . D@ liéu: cdng 20
e RFC 959 o NSD phéi dang nhap trudc khi
e St dung TCP, cong 20, 21 truyen file

o M0t sb server cho phép NSD
vOi tén la anonymous



Control connection (str dung port 21 — trén server): Day la

két ndi TCP logic chinh duoc tao ra khi phién lam viéc dwoc

thiét 1ap. N6 duoc thuc hién gitra cdc quad trinh diéu khién.
N6 duoc duy tri trong sudt phién lam viéc va chi cho cac
théng tin diéu khién di qua nhu |énh hay response(phan

hoi)
N

TCP Control connection - Port 21

: 2

FTP Client

\_

TCP Data connection - Port 20

FTP Server

thé khac nhau. N6é dwoc thuce hién gilra cdc qua trinh

dong khi tép truyén xong.

~

Data connection (str dung port 20 — trén server): K&t noi
nay s dung cdc quy tac rat phirc tap vi cac loai di¥ liéu ¢

truyén dir liéu. K&t néi nay mé khi cé Iénh chuyén tép va

J




FTP chia moi thiét bi thanh 2 phan giao thic logic chiu trach nhiém cho
Moi két Noi 3 trén:

*Protocol interpreter (P1): La thanh phan quan ly kénh diéu khién, phat va nhan
lénh va tra |oi.

*Data transfer process (DTP): chiu trach nhiém gui va nhan di liéu gitra client
va server.



*User Interface: user cung cap
giao dién x |Ii cho ngwdi dung, dé
diéu khién cdc session FTP, tir do

FTP Client

c6 thé theo ddi duwoc cac théng
tin va két qua xay ra trong qua
trinh.

- |
fm-

*User Protocol Interpreter (User-
P1): quan li Control Connection
phia Client. Tao phién két n6i FTP
bang viéc phat hién ra Request tdi
Server-Pl. Khi két ndi duwoc thiét
lap, xt li 1énh nhan dwoc trén
User Interface, giti ching toi

User-FTP Process

Server-PI r6i dgi nhan Response
tro lai.
*User Data Transfer Process

(User-DTP): gtti hoac nhan dit liéu
tlr Server-DTP. User-DTP thiét |ap
hodc I1ang nghe DataConnection
tlr Server thédng qua céng 20.

*Server Protocol
Interpreter (Server-Pl) :
Chiju trach nhiém quan li
Control Connection trén
Server. Laing nghe yéu cau
két n6i hudng tir User trén
cong 21. Khi két ndi duoc
thiét [ap, né nhan lénh ti
User-PI, giri phan hoi va
quan li tién trinh truyén dir
liéu trén Server.

*Server Data Transfer
Process (Server-DTP) :
nhan va gui file tlr User-
DTP. Server-DTP lam nhiém
vu thiét |ap Data
Connection va Iang nghe
Data Connection cua User
théng qua cong 20. N6
tuvong tac vai Server File
System trén hé théng cuc
bo dé doc va chép file.



Vi du vé ftp client
Command line

C:\Documents and Settings\hongson>ftp
ftp> ?
Commands may be abbreviated. Commands are:

! delete

? debug
append dir

ascii disconnect
bell get

binary glob

bye hash

cd help

close lcd

GUI FTP clients:

literal prompt

Is put
mdelete pwd

mdir quit

mget quote
mkdir recv

mis remotehelp
mput rename
open rmdir

IE, Firefox, GFTP, ....

send
status
trace
type
user
verbose



DHCP

Dynamic

HOSt

- DHCP la giao thuc dudc su dung
dé cdu hinh dia chi IP cho thiét bj
may tinh.

- Khi may tinh lan dau tién két noi

t6i mang néi b6 béng day cap hodc  (@le T i=4V]=1d o]y

truy cap Wifi, diéu dau tién no lam
Protocol

chinh la tim dia chi IP, netmask,
default gateway va DNS servers.



https://vsudo.net/blog/dia-chi-ip.html

DHCP server cé thé cé 3 phudng thic cdp phat dia chi IP:

-Cap phat tinh: DHCP server cap phat mot dia chi IP dua trén mot
bang vdi cap dia chi MAC/ dia chi IP tudng Ung, dugdc dién thu cong
va chi khi co yéu cau tu client vdi dia chi MAC dugc liét ké bén trong
bang mdi dugc cap IP.

-Cap phat dong: ngudi quan tri mang s&€ gan mot day (range) dia
chi IP t6i DHCP, va moi may tinh client trong mang LAN dudc cau
hinh dé request mot dia chi IP tUr DHCP server trong qua trinh khai
tao mang.

-Cap phat tu dong: DHCP server gan vinh vién dia chi IP tdi
request client tu’ day dia chi IP dugc quy dinh bdi ngudi quan tri.
Tudng tu nhu cap phat ddong, nhung DHCP server gilr lai bang chua
cac dia chi IP dugc gan trudc do, dé nd cd thé gan cho client cung
dia chi IP ma ho da request trudc do.



DHCP cung cap tu dong. Mot DHCP server cung cap thong tin nay téi DHCP client thong qua 4

budc.

Budc 1: DHCP Discovery

May tinh client sé gui thong diép broadcast

trén physical subnet dé tim server DHCP
kha dung. May tinh client tao ra mo6t goi
tin UDP dich dén mac dinh

255.255.255.255 hoac dia chi broadcast
subnet cu thé néu dudc cdu hinh.

Budéc 2: DHCP offer

DHCP server nhan dudc y/c cap IP
tu client, bao luu dia chi IP cho
client va ma rong dia chi IP sé gui
cho client message DHCPOFFER.
Thoéng diép nay chula dia chi MAC
cua client, dia chi IP ma server sé

cung cap, subnet mask,

Budc 3: DHCP request

IP address request

@
IP address offer
IP address selection DHCP server
IP address
acknowledgment

Budéc 4: DHCP acknowledgement

Client tra Ioi DHCP request, Khi DHCP server nhan dugc
gui tin unicast téi server dia thong diép DHCPREQUEST tu
chi nam trong DHCP offser client, qua trinh cau budc vao

nhan dugc.

giai doan cubi cung.




Telnet

Telnet dugc viét tat bdi cac cum tir “teletype network”, “terminal network” hay “telecommunications
network®”.

Cau truc va nguyén ly hoat déng cta Telnet

- CAau trdc don gian vai mo hinh Client-Server. Trong dé gom Client va Server. Phia
Server sé cung cap céac dich vu Telnet dé két noi (rng dung Telnet ciia may Client.

- May Client phai xac dinh roé cong Telnet vi phia may chu Telnet sé lang nghe cong
TCP 23 dé xac dinh Telnet.

- Nguoi dung két ndi tir xa véi mot may bang Telnet (viéc nay duoc goi la Telneting).
C6 thé str dung céc dong Iénh truc tiép bang may tinh tir xa sau khi dang nhap. Dia
chi IP sé luén khdp véi may tinh dé bat ké vi tri dia ly ciia nguoi dung.



Lénh co ban khi sir dung Telnet

- cd: Dung dé doi tir thu muc nay
sang thu muc khac

- Pwd: Cho biét vi tri hién tai cua
hé thong, vi du nhu ban dang
& thu muc nao

- Is-a: Lénh liét ké tat ca cac file, ) e e
ngay ca cac file bj an Exccute | |-

- Is-I: Lénh liét ké cac file chi tiét

- Is-la: Lénh liét ké cac file thong
dung

How lTelnet Works




Thank you for Iisteniﬁg!
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& This Photo by Unknown Author is licensed under CC BY-SA



http://www.flickr.com/photos/dannychoo/8220290450/
https://creativecommons.org/licenses/by-sa/3.0/

