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1. Hash function

e A hash function maps a variable-length message into a fixed-length hash

value, or message digest: h= H(M)
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1. Cryptographic hash function.

e A cryptographic hash function is an algorithm for which it is
computationally infeasible to find either a data object that maps to a pre-

specified hash result or two data objects that map to the same hash result




2. Applications Of Cryptographic Hash Functions

* Message Authentication

e Digital signature




Message Authentication

* Message authentication is a mechanism or service used to verify the
Integrity of a message. Message authentication assures that data received

are exactly as sent
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Message Authentication




Digital signature

e The hash value of a message is encrypted with a user’s private key.

e Anyone who knows the user’s public key can verify the integrity of the

message that iIs associated with the digital signature
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Other Applications

e Hash functions are commonly used to create a one-way password file

e Hash functions can be used for intrusion detection and virus detection




3. Simple Hash Functions

 Input (message, file,etc.) is viewed as a sequence of n-bit blocks

e One of the simplest hash functions is the bit-by-bit exclusive-OR (XOR)

of every block. This can be expressed as:
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4. Requirements And Security

Requirement

Description

Variable input size

H can be applied to a block of data of any size.

Fixed output size

H produces a fixed-length output.

Efficiency

Hix) is relatively easy to compute for any given x,
making both hardware and software implementa-
tions practical.

Preimage resistant (one-way property)

For any given hash value A, it is computationally
infeasible to find y such that H{y) = h.

Second preimage resistant (weak collision
resistant)

For any given block x, it is computationally
infeasible to find vy # x with Hiy) = Hix).

Collision resistant (strong collision resistant)

It is computationally infeasible to find any pair
{x, v) such that H{x) = Hiy).

Pseudorandomness

Output of H meets standard tests for
pseudorandomness.




5. Secure Hash Algorithm (SHA)

SHA-1 SHA-224 SHA-156 SHA-512

Message 160 224 256 512
Diigest Size

Message Size < 7 < 75 < 754 < 7B

Block Size

Word Size

Number of Steps




SHA-512
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SHA-512

e Step 1 Append padding bits: The padding consists of a single 1 bit

followed by the necessary number of 0 bits

o Step 2 Append length: A block of 128 bits Is appended to the message.

This block is treated as an unsigned 128-bit integer and contains the length

of the original message (before the padding).

e

lLength < 2128 Length: vanable Length = 128
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SHA-512

e Step 3 Initialize hash buffer: A 512-bit buffer is used to hold intermediate

and final results of the hash function. The buffer can be represented as

eight 64-bit reqgisters (a, b, c, d, e, f, g, h). These registers are initialized to

the following 64-bit integers (hexadecimal values):
a = GAQYEGETFIBCCS08 e = 510E527FADEGE2D]

b BEBGTAESS84CAATIE f OBOS68RCILBIEGCLF

3CBEF372FEY4F82E 1F83D9ARFE41EBDGER

AS4FF53A5F1D36F1 S5BEOCD19137EZ21789




K
——

C

fj
v

)

R

K,
——

C

R

R

g

h

i

}

¥ 7

"4




//4EEEEEEEdTEEaEZE

2956 c25brEr34BDb538
dE07Taa’s8aidIz0zaz
TZ2ZbeS5AaAT4E2ThBE96E
ed 969 c]19=fldadl
20de32ceE£5932b0O02TS
9E3es515Z2Zesabdifab
cteldbf3i3idaBB8fc2
27TbT0aBs54d6dz22EFo
650aTis5d8bafeide
aZbFfeBaldcflO3iad
dlS2eB154d6ef5218
1adcllebEdz2dlcd
391 clcbhilics5ceS5a63
TdEfF82eaSdefhZ2ZFfc
90befffaZigIlaeZd
calTiecesalt6belc
O&ef0e7aaT21l7a6ftba
284dbTTESZ3 047484
docchSddbecbhbiediZbhb

T1374491Z23efeS5od

EFf111fFf1bH6e054019
128350145706 fbhe
20debkl feIblea6bl1
efhaedT86384F25=23
da7dE8daabeabedB3
agdilceedZ2did3210
A5a7914739330aa72Zs
2el1bZ1385cZ6Cc926
TeaealabbIcTThzasd
afdlacedbbhcd23001
dAe9S506245565a910
1eX7ocES1l4dlans3
dedfaadas34d]l Baclk
TBasSe636f431T2E60
ads5ilecebdeflbhd=S
Al B6bL8c721 D207
Dae3ITdcSaZcid3BEad
FZ2caabTbhid0c7T2493
BT EZ99cFfece5Tela

bBScOfbcfecddiIbErl

FEFIFfEladafl1 94 f9
2431 85bhedesesdb28c
Sdc06a TS5 cT1IZEIAS
Ofcl 9dce6EBEb3cAdShS
Scbla%dchddl fixdd
bBOO3Z2ZTcBE98f 213 F
DEcatc3is5le003BZ6 L
ddzZcedfcSacdZaaed
SlcZcociledTedasen
C24AbLE8hLT0A4A0EFEae TS
FAdD0e3ld5855T7T71Z202a
2T748T7TTdcdrfBe=bh3 9
S99 ccadfT7Te3ae3T3
gd4cE8T814dal fOoabhT2
bef9a3 fTh2oceT7915S
eada Tddbocdelb=bhlas
11Ff98304dbef90dae
JcSebeaelal ScYohaelc
Sfchefabiadbefaec

eSbhs5dxaS21E89dbbhc

ableSedSdasdE811 8
SS50c7Tdc3IdSffhde2
cl9bf1T74dcEF6e2Z694d
Z2d0calcc T TacSces
TEEF9EEAdaB831153b5
bBEESYTfcTheeflaad
1429298 T7T0aldDaesaeTD
533804d1394d9553dr
QZT22cEBE514B2353 b
cTeEc51aidesSdba=3 0
106a2a07032hbbA15bLE
34dbh0bcbhSel9h4d2ai
cE2ecffidebZxEa3
SccT7O0Z081labtdilSec
cE6ET17E8BEfZ2Ze3T72532b
FSTAdA4d fFTfeebt=d1TE
171035131471
431467 cdScl1004d4dc
Hcddl9Bcdad 75817



SHA-512




SHA-512: Word Expansion

RotShaft, _ . (x) RotR,(x) @ RotR_ (x) @ Shi_ (x)

RR, () Right-rotation of the srgument x by 7 bats
Shi_(x) Shiftcleft of the srgument x by 7 bits and padding the lelt by 0°s




SHA-512

o Step 5 Output: After all 1024-bit blocks have been processed, the output

from the Nth stage is the 512-bit message digest.







