Chwong 5: Lop Network va Mang IP
Muc tiéu

% Hiéu duoc vai trd va chirc ning hoat dong co s& cta 16p mang
trong md hinh OSI.
% Hiéu duoc tinh ning diéu khién hoat dong cia giao thirc truyén
thong IPv4 va IPv6 thong qua cac dinh dang goi.
% Nam dugc hoat dong cua cac dich vu ha ting mang IP can thiét
cho phép tao két ndi co ban:
U ARP
U DHCP
U NAT
U ROUTING

% Hiéu duoc vai tro hd trg diéu khién truyén thong trong mang
IP cua ICMP

Chuwong 5: Lop Network va Mang IP

/7

¢ No6i dung:
Giao thirc IPv4 va IPv6

Giao thirc ICMP

w npoE

M6 hinh dich vu ting co sé cia mang IP
» ARP

» DHCP

> NAT

4. Dinh tuyén IP
» RIP, OSPF va BGP
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Lép Network trong mé hinh OSI

Application
Presentation
Session - Chon dudng di tdt nhit cho g6i dit lidu -> routing
Transport T o o 2 . .. .4
-Chuyén tiép goi dit li€u dén giao dién ke ti€p
--> relaying
Network >
- Str dung dia chi luan ly (logical addr/ Network addr)
Data link dé nhan dién giao dién dang duoc ndi két tai mot vi
tri dia 1y cu thé.
Physical

Lop Mang (Network)

*,

« Nhiém vu:
Q Dinh tuyén va chuyén goi tin vé dich boi duong di tot nhat.
< Dic diém:
O Xt ly tai cac thlet bi chuyén tiép trung gian (routers) co kha
nang dinh tuyén théng minh va chuyén tiép dir liéu nhanh
nhit.

O Router phai c6 it nhét 2 giao tiép
4+ Giao tiép LAN - WAN: router ndi mang LAN
4+ Giao tiép WAN- WAN: router chuyén tiép trung gian
+» Céc chlrc nang co sd:
Q Dinh tuyén (Routing)
O Chuyén tiép (Forwarding)
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Pic¢u khién két ndi tai 16p mang (Network)

+¢ Ti€u chi hoat dong:
0 Yéu cu dam bao dd tin cdy cao nhit -> Oriented connection

QYéu cau dam bao sir dung tai nguyén mang ti wu va chuyén
tiép goi tin nhanh nhat -> Connectionless.

% Phuong thtrc diéu khién c6 két ndi (Oriented connection)
U Mang str dung: X.25
% Phuong thirc diéu khién khong két ndi (Connectionless)
O Co ché hoat dong Best Effort
+Dinh tuyén Hop by Hop
+Phan manh va tai hop
U Mang stir dung: IP, IPX; Apple talk

Dinh tuyén tai 16p mang

< Routing tim ra duong di vé dich tbt nhat ( “good” paths)

Routing cho phép mang linh hoat hon véi ban chét bién dong lién
tuc trang thai mang:

Q Tinh trang hu hong cua thiét bi
O Bién dong cua tai, d nghén mang
O Bing thong, ti 1& mat gbi

< Routing ciing c6 thé diéu khién luu lwong mang (“Traffic
Engineering”)

U Diéu phoi luu lugng cac goi tin qua cac routers va cac links

O Tranh nghén bang cach chuyén tiép cac goi qua céc links co tai
thip hon
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Phwong phap dinh tuyén co sé

¢+ Source-based:
QO Source cho mot danh sach 16 trinh dén dich
U Giao thuc lién quan: X.25, ATM , Frame relay
% Hop by Hop: routers xac dinh Hop ké tiép tét nh:élt d6i véi mot di chi
dich (IP Prefix) dya vao thong tin bang dinh tuyeén.
QlLink state: tinh gi4 tri duong di thap nhét sir dung kién thirc toan
cuc vé topology mang.
+Maps => next-hop
+0OSPF; BGP
U Distance vector: thong tin mang tinh cuc bd/ 1an can (adjacent
Nodes)
4Bt dau voi gia tri ciia két ndi truc tiép.
+Thong tin dinh tuyén le thudc vao node lan can.
+RIP; IGP

Phan manh va tai hop goi dit li¢u
Fragmentation/ Reassembly

< Khi chiéu dai géi dit liéu vuot qua kich thudc goi 16n nhat cho
phép truyén (MTU) cta hé thong tiép nhan , tai hé thong goi phai
thyc hién phén chia goi dit li€u thanh cac don vi nho hon trude khi
truyén di.

«* Qud trinh tai hop cac goi dit li¢u da bi phan manh thanh géi
nguyén thuy ban dau tai hé thong dich.
% Céc thong so diéu khién lién quan:
QXéc dinh géi tin gbe- 1D
QChiéu dai dir lidu- L.
O Nhén dién manh ddi v6i goi ban dau :Offset.
+1 offset = 8byte
QNhan dién manh cudi-Co “More”.
+More = 0 => last one
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Fragmenting datagram (1/3)

Offset 0 _
® I _Received T
8 o Datagram
. { Offset 1 @
5 B
~ i g MTU=128B
Offset m B ID=x
3 L= 300B
Offset m+1 Qff5et=20
More flag=0

Fragmenting datagram (2/3)

ID, =2
F t b =7
. + ragmen
~Received g 'l Offset, =2
Datagram |
More, =7?
—
=7
Fragment, D,
MTU=128B L, =9
ID=x Offset, =2
L= 3008 More, =9
Offset=20
More flag=0
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Fragmenting datagram (3/3)

U Best effort

¢ HE qua:

ID, =1ID
Céch 1: L, = MTU
Céch 2:
L, = Int(L/2) - Mod(Int(L/2),8)
Received | Fragment, || Offset, = Offset
Datagram More; = 1
\
ID, = ID
Fragment, L, =L - L
Offset, =Offset, + Div(L,,8)
More, = More
L6p mang su dung IP

% IP cung cap dich vu két ndi tot nhét co thé (unreliable
connectionless - best effort) dugc goi 1a “datatgram”.

WUnreliable/Connectionless

QGiao thire 16p trén phai xtr Iy mat va tring lap goi.

QGéi tin ¢ thé vé dén dich khong tuan tu (out-of-sequence)
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Nhiing giao thurc khac st dung cung IP (1/2)

+ Internet Control Message Protocol (ICMP)
— Cung cép cac thong diép diéu khién
QVd: PING, TRACEROUTE va ROUTER
¢ Internet Group Message Protocol (IGMP)
QTruyén théng IP dwa trén Multicast
 Address Resolution Protocol (ARP)
— Xac dinh dia chi 16p data-link khi biét dia chi IP.
« Reverse Address Resolution Protocol (RARP)
— Xac dinh dia chi IP khi biét MAC-address.

Nhitng giao thurc khac st dung cung [P (2/2)

% Giao thirc dinh tuyén (Routing):
URIP/ RIPng (for IPv6)
L OSPF v2, v3
QBGP
+» Bao mat:
0802.1x/ 802.1AE
QIPsec
QSSL/ TLS
QSSH
% Diéu khién QoS: RSVP...
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Tong hop giao thirc hoat dong trong mang IP

|SSH||HTTP||SM'I‘PHPOP3| ‘DNS|‘N‘IP|
& &

(5]

o A TCP }1—‘ IPsec }—r{ UDP |
]

f f !

OSPF

r | ICHP ‘ | IGHP |
F F F
Il
Ethernet ‘ | H=51 ‘ ‘ FPP |

Ff & f "t 1%
‘10bTH100bT‘ |G?03‘ ‘A’I‘M|‘V90HTunnelF

Dinh dang goi IPv4

bit# 0 7,8 15 |16 23 ‘24 31
) header )
version length DS ECN total length (in bytes)
e DM
Identification 0 ElE Fragment offset
time-to-live (TTL) protocol header checksum

source IP address

destination IP address

options (0 to 40 bytes)

payload

A

4 bytes

v
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Churc nang 1P (1/2)
% Tham gia diéu khién QoS tai Router truyén:
L DS- Differentiated Service / Type-of-Service (TOS).
«» Explicit Congestion Notification to TCP (ECN-2bits):

+«+» Phan manh va tai hop: st dung cac truong “total length,
identification, don’t fragment, more flag va fragment offset”.

% Dinh tuyén goi tin théng qua dia chi dich.

% Trong trudng hop Option sir dung “source route” dé dinh tuyén,
nhiéu tuy chon dugc thém vao:

+Record route
+Source route
+Timestamp

Churc nang 1P (2/2)

s Time To Live (TTL) (1 byte):

QXac dinh quan duong dai nhat trude khi hity bo goi tin.

U Vai tro TTL: dam bao goéi tin dugce huy bo khi xay ra “loop”
% Pugc str dung:

QSender thiét lap gia tri(vd: 64)

O Mbi router giam 1.

QKhi gi4 tri bang 0, gbi tin bi hay.
% Chi dinh giao thuc 16p cao:

UProtocol field: 06 : TCP, 01 : ICMP, 17 : UDP,08 : EGP

% Kiém tra 16i goi tin bang truong checksum (2 bytes)
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IP header format: Protocol

bit# 0 78 15 |16 23 ‘24
. header )
version length DS |ECN total length (in bytes)
P DM
Identification 0 ElE Fragment offset
time-to-live (TTL) | protocol header checksum

source IP address

destination IP address

options (0 to 40 bytes)

payload

8 bits.

Cho biét giao thirc 16p trén nhan géi tin dén sau tién trinh tai 16p IP.
06:TCP 01:ICMP
17:UDP 08:EGP

Datagram Lifetime (TTL)

% Datagrams c6 thé bi dinh tuyén 1ong vong trén mang.
O can kiét tai nguyén.
Q anh huong hoat dong 16p Transport
¢ Datagram dugc chi dinh lifetime
Q thoi gian séng trong truong IP.
Q lifetime giam di 1 mdi khi duoc chuyén tiép qua
mot router
Q sau khi xir Iy lifetime, néu =0 ma chua vé dich ,
g0i tin bi huy bé.
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IP Fragmentation (1)

% Sir dung cac trudng trong tiéu dé:
U Data Unit Identifier (ID)
+X4c dinh goi tin tai hé thdng dau cudi ngudn
»Dia chi ngudn va dich.
UData length
+Chiéu dai cua dir liéu nguoi dung dang bits
U Offset
+Vi tri phan manh cua dir liéu trong goi tin gdc.
+1 offset gdm 64 bits (8 octets)
U More flag
+Nhan dién phan manh cudi.

Céc han ché ciia phan manh va tai hop

% Qua trinh tai hop c6 thé gy nén 15i:

0O Mat gbi: hoat dong phan manh va tai hop

QDo tré gia ting boi thoi gian phan méanh hay tai hop
¢ Re-assembly time out (T”)

QBPuoc cau hinh trude (thong s6 hé thong)

OPuoc bat dau tinh khi nhan manh dau tién ctia mot gid tri
ID

QONéu hét thoi gian T, cic manh chua vé dii dé tai hop thi
tat ca s& bi hity bo.

% Sir dung nhiéu khong gian bo nhé dém cua hé théng xir Iy
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ICMP.

Error Control

% IP chi phat hién 15i nh¢ check-sum va thyc hién hity goi
(khong thyc hién diéu khién truyén lai)

% Co ché diéu khién 15i cua IP duoc hd tro thém nhd giao thic

0
L

Dinh dang goi IPv6

15 16 31

vers ( hlen

identification <\ﬂags Jla

TOS

CFTL x proto@ @der checksum

source address

destination address

Zeptions and pading >

IPv4

!
vers ( traffic class/>< flow-label >

@yload IengtD @t hea@‘@op limit

source address —

destination address —

IPv6

Loai bé (7)
« ID, flags, flag offset
* TOS, hlen
« header checksum
+ options and padding

Thay Thé (3)

« total length => payload
« protocol => next header
* TTL => hop limit

Thém Méi (2)
« traffic class
« flow label

P

Mé Rong
« dia chi 32bit thanh 128 bit
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Tiéu dé mé rong IPv6

IPv6 Header
Next Header
=6 TCP

TCP Header
+ Data

o

IPv6 Header
Next Header
=43 Routing

Routing
Header
Next Header
=6TCP

TCP Header
+ Data

S

|

Gia tri trwong tiéu dé mé rong:

0 - Hop-by-Hop

60 — Destination

(Néu tiéu d& Routing dwgc st dung)
43 - Routing
44 — Fragment
51 — Authentication Header
50 — Encapsulating Security Payload
60 — Destination
6—TCP
17 - UDP
58 — ICMPVv6

59 — None (no next header)

IPv6 Header
Next Header
=43 Routing

Routing
Header
Next Header
=51 (AH)

Authentication
Header

Next Header
=6TCP

TCP Header
+ Data

e = A

Nhan xét

% Dinh dang goi IPv6 don gian -> hoat dong diéu khién tai cac

routers hi¢u qua.

% Thém vao cac truong traffic class, flow Label:

» Piéu khién QoS tdt hon.

% Thay thé “ option” boi “next header.”

= Hiéu qua cho mang di dong (dinh tuyén va diéu khién

chuyén vung)

= Ap dit bao mat khi can thiét.
= M6 rong cho cac ing dung moi (new attributes)
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Ha ting cuc bd mang IP

1. ARP
= Nhiém vu &chic nang
»  (Céc tién trinh hoat dong
2. R-ARP/DHCP
= Nhiém vu & chirc nang
= BOOT - Bootstrap vd DHCP - Céc tién trinh hoat dong
3. NAT
] Chuyép dbi giira dia chi mang riéng (Private Addresses) va dia chi mang
toan cau (Public Addresses)

= S dung mé rong két hop dia chi va port

27

Tong hop giao thirc hoat dong trong mang IP

| =3H | | HTTP | | SMTF ‘ ‘POPE | DS DHCP
A A A F F f 3 4

= / TCE }4—' IPsec }—b‘ UDFE |

OSPF
™ r | ICMP ‘ | IGMP |

F 3
ﬁ
thernet ‘ | H=EI ‘ ‘ FFP |

Ff  f "t 1
‘waHlUObT‘ |G703‘ ‘A’I‘M|"\f90HTunnel%—
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Network Transport

Bz

La giao thtrc hd trg hoat dong IP

Internet Control Message Protocol (ICMP)

Destination unreachable
ICMP Echo (Ping)
Others

ICMP 1a thanh phan cta chdng giao thirc TCP/IP, hoat dong ngay
trén 16p IP.

Céc loai thong diép diéu khién ICMP

Type

Description

Echo reply.

Destination unreachable.

Source quench.

Redirect / Change request

Echo Request

Routers advertisment

Router Selection

Time exceeded.

Parameter problem.

Timestamp.

Timestamp reply.

Information Request

Information Reply

Address Mask Request

Address Mask Reply

Error ICMP géi céac bao
cdo 161 ve host-nguon:
CAc 16i xdy ra trong qué

trinh truyén datagram
Control ICMP, duogc st
dung dé thong bao cho host
cac tinh trang nghén mang
hodc thong tin gateway tot
hon.
Query ICMP dugc st dung
cung cap thong tin quan tri
mang.
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Code values for destination unreachable message

Code

Description

Net unreachable.

Host unreachable.

Protocol unreachable.

Port unreachable.

Fragmentation needed and DF set.

Source route failed.

Destination network unknown

Destination host unknown

Source Host Isolated

OO N[OOI |WIN|[FL]|O

Communication with destination network administratively prohibited

[y
o

Communication with destination network administratively prohibited

[Ey
[N

Network unreachable for type of device

[EY
N

Host unreachable for type of device

~ reachable

. 4 g

St dung Ping dé kiém tra dich dén

) g P— .

Is B \\ o : Yes, I am \
’ here.

e,

| |

ICMP echo request

ICMP echo reply—
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Cac dich vu ha t?lng 1P

1. Cac dich vu phan gidi dia chi:

— Domain Name System — DNS: phan giai tén va dia chi.

— R-ARP chi dinh dia chi IP khi biét dia chi MAC cua hé thong.

« Giao thtc cau hinh tr dong (Dynamic host configuration
protocol-DHCP)

— ARP nhan dién dia chi MAC can goi dén khi biét dia chi IP ciia dich dén.
2. ICMP, IGMP: Céc dich vy hd tro diéu khién truyén IP:

— ICMP (Internet Control Message Protocol),

— IGMP (Internet Group Message Protocol)
3. Dinh tuyén lién mang: Internet routing (Intra-domain and inter-

domain)

4. Security: NAT, Packet filter, Proxy (firewall)

33

Céc loai nhan dién dia chi truyén thong

= Host name (e.g., www.cnn.com)
— Thich hop voi con nguoi
— Théng tin v& tén don gian va cu thé ciia mot td chirc hay c4 nhan.
— Chu trac tén phan cp, co6 thé thay doi (chtr va sd)
= Pia chi IP (e.g., 64.236.16.20)
— Thich hop véi thiét bi truyén thong la routers va hosts (dau cudi)
— 4 byte (32 bits — IPv4) hay 128bits- IPv6)
— Hierarchical addresses (structured addresses)
— Nhan dién link (ma node ndi vao) trong pham vi mét subnet hay site.
= Pia chi MAC (e.g. 00-15-C5-49-04-A9)
— Nhan dién giao dién (node) trong pham vi mét link- (broadcast
domain)
— Tich hop trong phan ctmg va 1a gié tri duy nhét.
— 48 bits (Cii) hay 64bits (mdi)-> flat addresses 34
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Tham chiéu gitta cac loai thong tin nhan dién

= Domain Name System (DNS)
— Host Name - dia chi IP.
— bia chi IP - Host name.
= Dynamic Host Configuration Protocol (DHCP)
— MAC-address - IP address.
— Cung cép cac thong s6 truyén thong :
— Network Mask
— Default gateway
— Dia chi IP cta DNS, ...

= Address Resolution Protocol (ARP)
— IP- address > MAC address
— Xu ly ARP trong link v6i dia chi broadcast.
35

Encapsulation HTTP/TCP/IP/Ethernet

User Data Unit

HTTP.PCI
. UbDU
HTTP 0 HTTP
HTTP.PDU
nep TCP
IP IP
ﬁ Ethernet Ethernet
S
=
Z Physical Physical

=

$S900V/ YIOMION
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Muc dich cia DHCP

IP-data IP Datagram format

Dst-1P .Addr
Src-1P.Addr

TCP Segment

IP-data IP

T
(A\
AN
Dest-IP At}idr

MAC Address
ROM/ NIC

Access Network Access Network

MAC Address => IP Address
DHCP service

[Fasavr

Muc dich cua DNS
ele IP-data IP Datagram format
H|&
TCP Segment
IP :é :—(: E TPk IP
Domain name => IP Address
Access Network DNS servvice Access Network
[Receivr]

Gvbs.NTPDung-ptithcm.edu.vn
Luu hénh n6| bé CuuDuongThanCong.com

https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Muc dich cia ARP

)

2|32
=) ] I3}
HHE: IP-data & Ethernet frame format
Ethernet Data
_________________________________________________________ .
IP ; Z IP-data P
&5
_______________________ i,
1010]0101... %@35_ HE
HERE s IP-data 2
Access Network HHBEN S Access Network
BEEILAS
Dst IP Address =>MAC address

ARP .

R-ARP va Dich vu DHCP

IP address
(32 bit)

= Mot sé phuong thirc gén dia chi IP dong:
— RARP: Reverse Address Resolution Protocol.
— BOOTP: BOOTstrap Protocol.
— DHCP: Dynamic Host Configuration Protocol.

ARP > Ethernet MAC
address
< RARP (48 bit)

40
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DHCP - Gan dia chi IP cho host

Source IP
Address?

||
=P

RARP Server
Source I? Source |s Source IP Address
Address? Address? 197.15.22.126

]

L

L |
o ?Q ‘

MAC Address
02-60-8C-01-02-03

MAC Address MAC Address MAC Address
00-00-A2-05-09-89 || 08-00-2-90-90-90 08-00-02-89-90-8

| I |
I

Source IP Source IP
Address? Address?

[Source | QQ

MAC Address
02-00-A2-04-09-89

bia chi dong: DHCP

DHCP Discover 67
UDP Broadcast |

DHCP Offer I I
UDP.

IP Address
Lease time
DHCP sever IP Address

MAC: Known

Gvbs.NTPDung-ptithcm.edu.vn
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IP: Unknown

DHCP server

Gateway
IP of other servers IP1
And more ... P2

IP3
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Chi dinh thong tin cau hinh mdi - Discover stage

Server A Client Server B

Client broadcast a message

DHCPDISCOVER
DHCPDISCOVER DHCPDISCOVER CPDISCO

\// Servers reply with
DHCPOFFER DHCPOFFER broadcast DHCPOFFER

Client chooses one of offers

/ \\» Client broadcasts REQUEST
DHCPREQUEST to choose the ip address
DHCPREQUEST

/ Chosen Server confirms
I\LII‘D,I\CK

Completely ip Configuration
and ready for communicating

Release IP address Client releases ip address

DHCPRELEASE by DHCPRELEASE

=3

DHCP Timeline: the Lease Time (LT), Renewal
Time (T1), and Rebinding Time (T2)

Qoec“ X eopec’&
R ‘Q’? o o 6(.@-"‘
0‘\0‘?& o ,0‘03'
X0 . X0 .
| | i | : No answer? Give
i i up address and
| | : | : | reinitialize
Lease TI=05*1T | T2=0875*LTi LT
aquired : :
No answer? Wait No answer? Wait
/2 remaining time /2 remaining time
to T2 then retransmit to LT then retransmit

DHCP timeline includes the lease time (LT), renewal time (T1), and rebinding
time (T2)

44
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Yéu cau su dung lai dia chi IP

Client
Server A Server B
T1 elapses
Reusing process begins . )
\ Client unicasts request to
reusing previously allocated
Reusing success DHCP-REQUEST IP address

/ Server accepts request and
‘ DHCP-ACK update database

' T2 elapses '

‘ DHCP-REQUEST

T1=T2 Rebinding begins
Client broadcasts
DHCPREQUEST to rest
' DHCP servers
DHCPREQUEST DHCP-REQUEST
DHCPACK
\ Rebinding success
........ > N . . .
DHCP- If rebinding un-success going to discovery process
NAK 45

Cac thong tin cau hinh c6 thé duge quan 1y bai DHCP

* Thong tin DHCP dwogc géi nhu mét tuy chon:
Subnet Mask, Name Server, Hosthame, Domain
Name, Forward On/Off, Default IP TTL, Broadcast
Address, Static Route, Ethernet Encapsulation, X
Window Manager, X Window Font, DHCP Msg Type,
DHCP Renewal Time, DHCP Rebinding, Time
SMTP-Server, SMTP-Server, Client FQDN, Printer
Name, ...

46
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DHCP Relay Agents

= Chuc ning “relay agent” thuong duoc gan tai mot router duoc két nbi
v6i phan doan mang thugc DHCP client.

= Thiét b “relay agent” nay duoc céu hinh cling subnet véi dia chi
DHCEP Server va c6 thé truyén thong unicast véi Server.

DHCP booting I know the DHCP DHCP server
device server is 10.1.0.1 10.1.0.1

/ Router \
10.2.99.99 10.1.99.99

A network configuration using DHCP relay agent software on a router
47

DHCP Relay Agents

Truyén thong trén mang hd trg DHCP relay agent

(.
o= 1029999 ey 10.1.99.99

e
Router

All f 10.2.99.
QHCP Discover with parameters > rom 10.2.99.99
| 1: DHCP Discover for X
< 2: How about 10.2.0.1?

| 3: Need other parameter info.

4: Here's address/param. info.
2: From 10.1.0.1—how about 10.2.0.1? |
<I}mm 10.1.0.1—parameter info. I

DHCP relay communications process

\%

48
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Dich vu phan giai dia chi
Address Resolution Protocol (ARP)

Send Data to a device

Is the N Send
MAC address _— ARPen an +
in my ARP reques

cache 1

Get an
ARP reply

4

\A 4

Insert the new record
Send Data into ARP cache '

Hoat dong ARP : ARP request

MAC MAC IP IP
A.B.C.1.3.3) 1 £ 5.5 ¢ko7 15 22. 3 o7.15.22.5 What is your MAC Addr?

-1

[157.15.22.33] [157.15.22.34] [157.15.22.35]
AB.C1.273 WL W 'A.B.C.7.3.5]|
I

A Broadcast: who knows the
Ethernet address for 197.15.22.357?

A

D

CSO
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ARP Reply va Caching

ARP Table:
A.B.C.7.3.5-197.15.22.35

MAC ..
‘C.7.3.5 AB.C.133 197.1?22.35 197.1?22‘33 This is my MAC Addr

MAC

=

»

=S

A.B.C.7.3.5 - 197.

[ 107152233 | 197.15.22.34 [ 107152235
[A.B.C.1.3.3] |A.B.C.4.3.4| |A.B.C.7.3.5|
| | |

C reply in Unicast : Yes, | am
A A.B.C.7.3.5 C .
ARP Cache dé tao mot Data Frame
ARP Table:

Data

15.22.35| MAC MAC IP IP
A.B.C.1.3.3A.B.C.7.3.9}97.15.22.33197.15.22.39

~

2 J

1
[197.15.22.33]

[197.15.22.34| [197.15.22.35|

|A.B.Ci1

.3.3] |A.B.Ci4.3.4|

|A.B.Ci7.3.5|

A

B C52
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A wants sending a frame to D
Default gateway

“EO replies ARP with its MAC-addr as Dst MAC-Addr

A sends ARP-request to everyone

MAC MAC

IP IP g
A F FF_FF_FF FF_FF What is your MAC Addr?

ARP Requets
MAC MAC

This is my MAC Addr

A EO
ARP Reply
Py - Wy Y- W sy g EO

197.15.22.11

197.15.22.10 197.15.22.1 |

Default gateway

&=

ElI

197.15.23.1
197.15.23.10 197.15.23.11
NAT
Chi st dung dia chi IP

WWW.yahoo.com ]ml’l[

[ W/

i ( Inte rnet}

)

g Y -

Public Addresses: 203.162.100.50, 203.162.100.51

NAT Table
Inside IP Out IP
10.0.0.61 203.162.100.50
10.0.0.62 203.162.100.51 54
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NAT
Str dung két hop dia chi IP va port

[l

WWW.yahoo.com

Ry B W
@ZQW“@)

=

Vo

g Y -

Public Addresses: 203.162.100.50,

. NAT Table
c 10.0.0.62

T

In Port | Inside IP Out IP Out Port

2000 10.0.0.60 |203.162.100.50 | 2500

2001 10.0.0.61 |203.162.100.50 | 2501

3000 10.0.0.62 |203.162.100.50 | 2502 -

Pinh tuyén IP

1. Khai niém & thuat nglr
— Routing Table
—  Nhiém vu va chirc nang cua Router
2. Dinh tuyén tinh va dinh tuyén dong
3. Thuat todn Routing
— Distance vector
— Link-state
4. Giao thirc dinh tuyén
— RIP,IGP
— OSPF, BGP

5. Thiét bi dinh tuyén- Router

56
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Y nghia cta dinh tuyén

= Routing tim ra duong di vé dich t6t nhat ( “good” paths)

= Routing cho phép mang linh hoat hon véi ban chat bién dong lién
tuc trang thai mang:

— Tinh trang hu hong cua thiét bi
— Bién dong cua tai, d6 nghén mang
— Bing thong, ti 16 mat goi
= Routing ciing c6 thé diéu khién luu lwong mang (“Traffic
Engineering”)
— Piéu phéi luu luong cac goi tin qua cac routers va cac links
— Trascnh nghén bang cach chuyén tiép cac goi qua cac links c6
tai thap hon

57 g7

Téng quan Dinh tuyén IP

= Routing la tién trinh tim duong di t6i wu tmg véi IP-prefix cua dich dén.
= |P routing:

— Connectionless-> best effort-> Hop by Hop

— Best path-> Next hop

= Routing table/ forwarding table:

— Bang dinh tuyén ha/y co s¢ dir liél} dt}’(‘)’ng di, mo ta C'fic th@ng
tin lién quan dé quyet dinh chdn ké tiép (Next Hop) tot nhat
tuong ung dia chi dich.

= Giao thirc dinh tuyén: tw dong cap nhat dong thong tin duong di

— Link-state routing (Dijkstra’s algorithm)

— Distance-vector routing (Bellman-Ford algorithm)

58
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Thiét bi dinh tuyén- Router

= Nhiém vu: chuyén tiép goi tin vé dich bang duong di tt nht.
= Chuc nang: routing va forwarding
— Routing: Duy tri bang dinh tuyén-> “control plane”
 Cap nhat thong tin duong di (topology & state of the
network).
— Forwarding: Xur ly Datagram-> “data plane”
« Xac dinh 16 trinh ké tiép cho goi IP: next hop (nho vao
routing table)
« Chuyén tiép goi IP:
— chuyén g6i tin ra bén moéi truong truyén thong qua
interface thich hop.

« C6 thé thuc hién re-encapsulates phu hop giao thirc st

dung cua interface noi ra moi truong ke ticp. >

Thiét bi dinh tuyén- Router

= Nhiém vu: chuyén tiép goi tin vé dich bang dudng di tét nhat.: Best route
=  Chtic nang:
— Duy tri bang dinh tuyén-> “control plane”
— Cap nhat thong tin duong di (topology & state of the network).
— Xu ly Datagram: Forwarding: “data plane”
« X4c dinh 19 trinh ké tiép cho goi IP: next hop va out-
interface (nho vao routing table)
« Chuyén tiép goi IP:
— chuyén goi tin ra bén méi trudng truyén théng qua
interface thich hop.
« C6 thé thuc hién re-encapsulates phui hop giao thirc sir

dung cua interface noi ra moi truong ke ti€p.
60
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tuyén- > Dinh tuyén dong.

Bang dinh tuyén (routing table)

»>Danh sach cac duong di tot nhat hién hiru.

% Routers luu gitr bang dinh tuyén trong NVRAM.

<% Bang dinh tuyén 13 co s dir liéu chtra thong tin dinh tuyén:

% Phuong phap tao ra va duy tri ndi dung bang dinh tuyén :

> Dich dén va dia chi chang ké tiép (Dest- IP Prefix, Next-hop)
» Routing(dest-addr, out-inf, nexthop, Metric)

«% Cap nhat nhan cong boi nguoi quan tri-> Pinh tuyén tinh.

% Tu dong cap nhat gilra cac routers thong qua giao thirc dinh

61

ARP caches & Routing table

Host A,
(19.0.0.100) |:|
T iy
DNS/DHCP server

(D,) (19.0.0.10)

|
.
' 20001

Mail/ Web servers
(M,) (20.0.0.10)

_
!

ARP cache (EO)

MAC-addr IP-addr
A 19.0.0.100
E, 19.0.0.1
D, 19.0.0.10

ARP cache (E1)

MAC-addr IP-addr
E, 20.0.0.1
M, 20.0.0.10

Routing table

Dest-addr IF-out Next-hop
19.0.0.0 EO 19.0.0.1
20.0.0.0 El 20.0.0.1
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Host A,

(19.0.0.100) |:|

:_’ E, woo1  Ro g HostB,
19.0.0.0 22 0.0.1 D (22.0.0.100)
[ oo !
DNS/DHCP server S0 E
(D) (19.0.0.10) D 210021
0
ZJ 20.0. o 1 23.0.0.1
Mail/ Web servers |:| Web server (W)
(M) (20.0.0.10) |:| 2 (23.0.0.10)

= g

Routing table/ RA

=|_oad

Dest-addr IF-out Next-hop | Hop Count Metric "Bandwidth
=Delay.
19.0.0.0 EO 19.0.0.1 0 0 =Reliability
20.0.0.0 El 20.0.0.1 0 0 «MTU
21.0.0.0 SO 21.0.0.1 0 0 =Hop-count
22.0.0.0 SO 21.0.0.2 1 3
23.0.0.0 SO 21.0.0.2 1 5)

63

Default Route & Default Gateway to A Router

5 6
E Ra SO, 0. 4.0.0. a.b.c.d)
19.0.0.2
R >
\v = H3 tro dinh tuyén phén cip
S0 0.0. v&i Default Route.
0

Ei = Néu mot dich dén khong
20.0.0.1 N L
tim thay trong bang dinh
tuyén sé& sir dung record
Dest-addr IF-out Next-hop | Hop Count Metric
19.0.0.0 EO 19.0.0.1 0 0
20.0.0.0 El 20.0.0.1 0 0
21.0.0.0 SO 21.0.0.1 0 0
22.0.0.0 SO 21.0.0.2 1 3
23.0.0.0 SO 21.0.0.2 1 5
0.0.0.0 S0 21002 64
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Pinh tuyén tinh - Static routing

* Record mé ta duong di dugc cap nhat boi ngudi quan tri

- Pinh tuyén tinh dugc sir dung trong truong hop topology mang
don gian hay can bao mét cao.

- Mang con c6 duy nhit mot dudng két ndi ra ngoai (stub network).

- Router(config)# ip route destination-prefix {next address |
interface} [distance]

| RTZ (config) #ip route 172,24 4.0 255,255,255.0 172,16,1,2 |

r,.r'_-

S017E161.2 -
Corporate &
Network J

S01721644 & n

1T2.24 4024 65

Pinh tuyén dong- Dynamically Routing

- Pinh tuyén dong: duoc sir dung trong mang phtc tap, tinh

trang duong di trong mang thay doi nhanh

- Router str dung trong s Metric dé danh gia, do ludng 19 trinh
*Mbi giao thirc dinh tuyén s& tinh toan gia tri Metric c6 thé
khéac nhau (Bandwidth; Delay; Load; Reliability; MTU...)

* Pugc sir dung khi nhiéu 19 trinh cting ton tai va sir dung cling

giao thirc dinh tuyén, 16 trinh véi gia tri Metric thap nhat 1a t6t

nhét.

66
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Phuong phép dinh tuyén dong co sé

= Source-based:
— Source cho mot danh sach 10 trinh dén dich
— E.g: ATM , Frame relay approach
= Hop by Hop: routers xac dinh Hop ké tiép t6t nhat d6i v6i mot di chi
dich (IP Prefix) dua vao thong tin bang dinh tuyén.
— Link state: tinh gia tri duong di thap nhat st dung kién thuc toan cuc vé
topology mang.
» Maps => next-hops
* OSPF; BGP
— Distance vector: thong tin mang tinh cuc bd/ 1an cén (adjacent Nodes)
« Bit dau véi gia tri cia két ndi truc tiép.
« Théng tin dinh tuyén le thuc vao node lan can.
* RIP; IGP

67

Phén cép dinh tuyén trong mang internet

= Phan cdp dinh tuyén trong cdu trac internet:
— ASs, Areas, networks
= ASs (Autonomous System)
— Lacaché thfing mang qui md 16n (twong dwong mét tiéu bang hay mot qudc
gia), dugc t6 chirc va quan ly doc lap.
— Két ndi gitra cac AS 1a nhitng router bién Boundary routers.
= Areas:
— Pon vi thanh phan trong mot AS
— Bao gdm Mang va cac mang con (Networks and Sub-networks)
— Kétndi giira cac Areas 1a “border routers”

— Keét noi gilra cac “networks/ subnetworks” trong Area 1a “internal routers”

68
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Pinh tuyén phan cap

Inter-AS border (exterior gateway) routers

Intra-AS inferior (gateway) routers

69

Intra-Area & Inter-Areas

Inter-Area routing between Area
Al and Area A2

Interior Routing (OSPF)

Border Routers

Autonomous System

Area-A3

Intra-Area Al routing
Internal Routing Internet: IS-IS, RIP
Internal Routers

70
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Intra-AS and Inter-AS routing

Inter-AS routing
between AS A and AS B

Boundary Routers Exterior Routing (BGP)

Intra-AS routing
within AS B

Intra-AS routing
Interior Routing Internet: OSPF, IS-IS, RIP

71

Thach thirc trong dinh tuyén toan cau

= Bién dong trang thai duong di trong tdan mién- Global state

— d06 bao phu 16n: Area-> AS => tdan cau

— thay d6i nhanh, tin xuét cao (dynamic)

=> kho khan trong viéc thu thdp va cap nhat thong tin duong di
= Thach thtc:

— Tinh nhit quan (Consistency)

— Tinh xac dang (completeness)

=> convergence time

— Kha nang m¢ rong: scalability (interior / exterior )

— Anh huéng vé hiéu suat sir dung tai nguyén mang

72
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Distance Vector Routing

= Moi router s& biét cac Links dén cac routers ké can
= Quéng ba va cép nhap chi véi routers ké can
— Chi broadcast ma khong flooding

= Moi router s€ xac dinh duoc “shortest path” doi vdi cac dich
dén thong qua routers ké can, va nguoc lai

—E.g.: Router A: “I can get to router B with cost 11 via
next hop router D”

= Thong tin duong di thay doi s& duoc lan truyén 1an lugt qua
céc routers nam trén céc links di va dén.

3 13

Trao do6i thong tin dwong di trong Distance
Vector

-Broadcast dé lan truyén thong tin dudng di vi routers ké cin
(adjacent routers)
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Bellman-Ford Algorithm

« Distance from i to j: D(i,j), thong qua node ké k
* INPUT:
— Link costs dén mdi routers ké can: directive cost: d(i,k)

* OUTPUT:
— Next hop dan dén mdi dich dén chi phi twong tmg (cost)
—D(kyj)

Chi trong pham vi mdt phan cdu triic mang, bao gom cdc routers
tham gia quang ba va cap nhdat.

75

Ap dung Bellman Ford cho Distance Vector

+*» Giao thirc dinh tuyén Distance Vector str dung thuat tdéan tim
duong di Bellman Ford.

% Thoi gian hoi tu (Convergence time): téng thoi gian ma mot bién
dong thong tin duong di duoc goi dén va cap nhat hoan chinh tai
tat ca cic router trong mién dinh tuyén.

% Sir dung kiéu truyén thong broadcast dé trao ddi thong tin duong
di.

% Quang ba theo dinh ky (90s) hay ngay khi c6 thay doi.

¢ Quang ba toan bo thong tin duong di cé trong CSDL

76
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. .
Minh hoa Distance Vector (1/2)
Assume: - link costis1,i.e., d(i,k)=1
- all updates, updates occur simultaneously
- Initially, each router only knows the cost of connected interfaces
10.0.1.0/24 10.0.2.0/24 10.0.3.0/24 10.0.4.0/24 10.0.5.0/24
.2 @.1 .2 @.1 .2@.1 .z@ .1
Router A Router B Router C Router D
B B B i 3
Net | via o Net | via Q Net | via Q Net | via 8
(8] o (8]
t=0: t=0: t=0: t=0:
10.0.1.0]- 0 10.0.2.0|- 0 10.0.3.0| - 0 10.0.4.0| - 0
10.0.2.0| - 0 10.0.3.0|- 10.0.4.0|- 0 10.0.5.0] - 0
t=1: t=1: t=1: t=1:
10.0.1.0|- 0 10.0.1.0(10.0.2.1| 1 10.0.2.0[10.0.3.1| 1 10.0.3.0(10.0.4.1| 1
10.0.2.0|- 0 10.0.2.0|- 0 10.0.3.0| - 0 10.0.4.0|- 0
10.0.3.0[10.0.2.2| 1 10.0.3.0|- 0 10.0.4.0|- 0 10.0.5.0] -
|  |10.0.4.0{10.0.3.2] 1| [10.0.5.0[10.0.4.2] 1| _
t=2: 7 =2 =2 =2
10.0.1.0| - 0 10.0.1.0{10.0.2.1| 1 10.0.1.0[10.0.3.1| 2 10.0.2.0(10.0.4.1| 2
10.0.2.0| - 0 10.0.2.0|- 0 10.0.2.0[10.0.3.1| 1 10.0.3.0(10.0.4.1| 1
10.0.3.0[10.0.2.2 1 10.0.3.0|- 0 10.0.3.0| - 0 10.0.4.0] - 0
10.0.4.0 10.0.2.2 2 10.0.4.0 10.0.3.2 1 10.0.4.0 - 0 10.0.5.0 - 77 o
10.0.5.0 10.0.3.2 2 10.0.5.0 10.0.4.2 1
Minh hga Distance Vector (2/2)
10.0.1.0/24 10.0.2.0/24 10.0.3.0/24 10.0.4.0/24 10.0.5.0/24
.2 @.1 .2 @.1 .2@.1 .2@ 1
Router A Router B Router C Router D
B B B i 3
Net | via o Net | via Q Net | via o Net | via 8
o o o
t=2: t=2: t=2 t=2:
10.0.1.0| - 0 10.0.1.0[10.0.2.1| 1 10.0.1.0/10.0.3.1| 2 10.0.2.0(10.0.4.1) 2
10.0.2.0| - 0 10.0.2.0| - 0 10.0.2.0/10.0.3.1| 1 10.0.3.0(10.0.4.1) 1
10.0.3.0[10.0.2.2| 1 10.0.3.0| - 0 10.0.3.0| - 0 10.0.4.0( - 0
10.0.4.0[10.0.2.2] 2 10.0.4.0[10.0.3.2| 1 10.0.4.0| - 0 10.0.5.0( - 0
10.0.5.0[10.0.3.2 2 10.0.5.0/10.0.4.2 1
o 1t:3 1.01 2.1 1 =3 =3
10.0.1.0|- 0 0.0.1.0110.0.2. 10.0.1.0/10.0.3.1 2| [10.0.1.0|10.0.4.1| 3
10.0.2.0|- 0 10.0.2.0 - 0 10.0.2.0[10.0.4.1| 2
10.0.2.0[10.0.3.1| 1 -0.2. -0.
10.0.3.0(10.0.2.2| 1 10.0.3.0|- 0 1003010041 1
10.0.3.0|- 0 -0.3. -0.
10.0.4.0(10.0.2.2| 2 10.0.4.0(10.0.3.2| 1 10.0.4.0/| - 0
10.0.5.0(10.0.2.2| 3 10.0.5.0/10.0.3.2| 2 10.0.4.0 - 0 10.0.5.0|- o
10.0.5.0[/10.0.4.2| 1 -0.5.
Now, routing tables have converged ! 8
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Distance Vector- Cap nhat thong tin duong di

Néu nhan thong tin tir node ké khac chwra c6 trong CSDL:
— chon duong di c6 chi phi thap hon
Néu nhén thong tin tir node ké khac di ¢ trong CSDL:
— Cap nhat lai cac duong di cho cac dich dén da biét trude do

— Chon nhitng duong di cho dich dén moi.

Phuong phap chia s€ thong tin duong di:
— chia s€ dinh ky: chu ky quang ba (periodic update): 90s
— chia s& ngay khi c¢6 sy thay doi:
« Kich hoat hoat dong quang ba ngay khi co thay doi vé
thong tin duong di.

Thoi gian séng ctia mot entry duong di trong CSDL: 3 lan chu
ky quang ba. 79

Distance Vector- Thach thuc

- Han ché:
- Van dé thoi gian hdi tu duong di sau mot bién dong vé
trang thai mang.
- Khéng phu hop dbi voi hé thong mang 16n (AS)=> kho
mo rong mang
- Kho xtr Iy nhanh véan dé routing looping
- Hiéu suét str dung bang thong truyén cho qué trinh trao ddi
thong tin duong di.
- RIP; IGP la giao thirc dinh tuyén dién hinh

80
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Giao thirc dinh tuyén RIP (1/2)

= RIPVL:
— Sir dung broadcast va khong xac thuc router khi trao ddi
thong tin duong di.
— Khong hd tro VLSMs
= RIPv2 str dung dia chi multicast 224.0.0.9
— Str dung co ché xéc thyc router don gian
* Giai doan kho fi(f)ng (Ini}ialization): g0oi dén tat ca router lién
quan goi yéu cau trao doi thong tin duong di:
— request packet -> all interfaces
— Céc router nhan dugc thong diép nay s& hoi dap boi ,
Response packet vdi tdoan bd ndi dung bang dinh tuyén

81

Giao thuc dinh tuyén RIP (2/2)

= Giai doan tinh tdéan va cap nhat duong di vao CSDL
= (6 thé cu hinh dé thyc hién hoat dong trao ddi thong tin theo
cac co che:
— Regular routing updates: chu ky mdi 30 seconds
« Goi 1 phan hay toan bo thong tin duong di trong CSDL
— Triggered Updates: bat ky khi ndo c6 mot sy thay ddi
duong di, router s€ goi ngay toan b thong tin duong di cho
router ké canh.

82
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Thuat toan Dijkstra’s va giao thirc Link State

= Moi router s& biét duoc toan bo ciu tric mang, bao gém
— Topology
— Link costs

= Co ché tiép can thong tin trang thai mang:

— Mai router sé’ﬂooding ’théng tin can thiét cua cac routers
lang giéng bict dugc dén céc routers con lai trong cau
tric mang.

= Tinh toan dudng di tot nhat:
— st dung thudt toan Dijkstra’s

83 g3

Trao ddi thong tin dwong di trong Link State

= Flooding thong tin biét dugc (Advertising)

= Cap nhat toan bd cAu trac mang (Updating)
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Link State
Cép nhit toan b cau tric mang (Updating)

85 85

Dijkstra’s Shortest Path Algorithm

= INPUT:
— Network topology (graph) va link costs
= QUTPUT:
— Least cost paths tir mot node dén tit ca cac nodes con lai.

— Tao ra mdt cay gom céc nodes/ routers voi cac cost kem
theo.

86 gg
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Thuat téan tim duong Dijkstra
(co s& xay dung dinh tuyén Link State)

= ¢(k,j): 1a chi phi cta Link ni gitra j va k.
— cost (k.j)

= L(i,k): 1a chi phi nho nhat tinh tir gc i d&én node ké truéc dich k
— Least path cost (i, K)

L(1i.) = L{) = L(i.k) + c(k.j)

Predecesor 87

Giao thuc dinh tuyén Link State (1/2)

* Str dung thuat téan tim duong Dijkstra
= Khi router dugc khai dong, nd s€ xac dinh cac gia tri link cost trén
moi giao dién dang hién hiru.
= Tién hanh duyét ciy véi cac router trong mién dinh tuyén voi gbe
14 chinh router.
— Xac dinh duoc CSDL vé ciu triic mang (topology Database)

— Xac dinh duoc CSDL vé chi phi duong di dén cac router trong
topology (shortest path )

= Giam sat va thong béo su thay d6i thong tin duong di:
— Ngay khi ¢6 sy thay ddi (khong theo dinh ky)
— Gdi theo co ché flooding

— Goi cho céc router trong CSDL cau triic mang
88
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Giao thirc dinh tuyén Link State (2/2)

- Cuthé:

- Cung véi trong s Metric ciia mdi Link ma router duoc két
noi dén s€ dugc flooding dén tat ca cac router con lai.

- Trang thai UP hay DOWN ctia mdi Link s& dugc flooding
cho tat ca.

- MBOi router sé tinh toan lai duong di dén cac dich thong qua
mot co sd dir li¢u veé thong tin trang thai lién két (Link State
database)

— MJi router c6 thé tai cau trac lai CSDL dudng di bang cach
liét ké ra cac con duong ngan nhat dén cac dich dén trong

vung.
- OSPF la giao thic dinh tuyén dién hinh str dung thuét téan Link
State. 89

Link state routing

Topological Topological Topological
Database Database Database

SPF | Tree SPF | Tree SPF | Tree
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Link-State Routing Protocols

Routing Table
w <|0
X >10
Y >|1
Z >12

Giao thuc dinh tuyén Link-state

_ Uu diém:
» Thot gian hdi tu dudong di cao (Faster convergence)
« Cai thién duoc hiéu suét str dung bang thong truyén
« H& tro dinh tuyén khong phan 16plién ving (classless
interdomain routing- CIDR), VLSM

_ Han ché:
* Yéu cau nhiéu tai nguyén phan cimg tén router (b nhd va ning
lwe xtr Iy ctia CPU) dé thuc hién cac tinh toan phuc tap

« Su phtic tap trong ciu hinh va quan tri cic hé thdng dinh tuyén

lién quan trong vung. 0
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Dinh tuyén trong mang IP (1/2)

= St dung céc loai router dic trung trong pham vi mién dinh tuyén:
— Internal router voi IP-Prefix
— Border router voi IP-Prefix va Area-1D
— Boundary router véi IP-Prefix va AS-ID

= Sir dung gateways (default GW) nhu 12 ngd giao thong véi mién
dinh tuyén khac

— Sir dung default routing dé chi dén boder router hay boundary
router

93

Dinh tuyén trong mang IP (2/2)

= Dinh tuyén trong pham vi nho sir dung thuét téan dinh tuyén
Distance Vector v6i cac giao thirc RIP, IGP.

= Dinh tuyén trong pham vi l6n Areas st dung thudt toan dinh
tuyén Link State v6i cac giao thirc OSPF.

= Dinh tuyén trong pham vi giita cac AS sir dung thuét téan dinh
tuyén lai giita Distance Vector va Link State v4i cac giao thirc
BGP.

| Routing protocols

Interior | Exterior

= 1 —

P ]
(e Coser )
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