
Introduction To Information Systems Security

CuuDuongThanCong.com https://fb.com/tailieudientucntt

cu
u d

uo
ng

 th
an

 co
ng

 . c
om

http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt


Contents

 History of information security.

 Information Systems Security.

 Risks, Threats, and Vulnerabilities.

 Tenets of Information Systems Security.

 The Seven Domains of a Typical IT Infrastructure.

CuuDuongThanCong.com https://fb.com/tailieudientucntt

cu
u d

uo
ng

 th
an

 co
ng

 . c
om

http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt


1. History of information security
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History of information security

 The 1960s

 The 1970s and 80s

 The 1990s

 2000 to Present
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History of information security (cont.)

 The history of information security begins with computer security

 Secure physical locations, hardware, and software from threats
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History of information security (cont.)

The 1960s:

 During the Cold War, many more mainframes were brought online to

accomplish more complex and sophisticated tasks.

 Larry Roberts, known as the founder of the Internet, developed the project

which was called ARPANET
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History of information security (cont.)

The 1970s and 80s: Network security

 ARPANET became popular and more widely used, and the potential for its

misuse grew:

 protect data from unauthorized remote users

 lack of safety procedures for dial-up connections

 nonexistent user identification and authorization to the system
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History of information security (cont.)

The 1990s:

 The Internet has become an interconnection of millions of networks

 Industry standards for interconnection of networks: de facto standards

 e-mail encryption
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History of information security (cont.)

2000 to Present

 Today, the Internet brings millions of unsecured computer networks into

continuous communication with each other.

 Security?
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2. Information Systems Security
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Information system

 An information system consists of the hardware, operating system, and

application software that work together to collect, process, and store data

for individuals and organizations.
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The Components of Information Systems
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The Components of Information Systems

 Hardware: Information systems hardware is the part of an information

system you can touch – the physical components of the technology.

Computers, keyboards, disk drives, network devices.

 Software: is a set of instructions that tells the hardware what to do.

Software is not tangible – it cannot be touched.

 Applications,

 Operating systems
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The Components of Information Systems

 Data: as a collection of facts. For example, your street address, the city

you live in, and your phone number are all pieces of data. Like software,

data is also intangible.

 People: help-desk workers, systems analysts, programmers. The people

involved with information systems are an essential element
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The Components of Information Systems

 Procedures: Procedures are written instructions for accomplishing a

specific task.

 Networks: A network is a connected collection of devices that can

communicate with each other
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Information systems security

 Information systems security is the collection of activities that protect the

information system and the data stored in it
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3. Risk, Threat, and Vulnerabilitie
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Risk

 Risk is the likelihood that something bad will happen to an asset.

 In the context of IT security, an asset can be a computer, a database, or a

piece of information.

Examples:

 Losing data

 Losing business because a disaster has destroyed your building

 Failing to comply with laws and regulations
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Threat

 A threatis any action that could damage an asset.

 Information systems face both natural and human-induced threats

Examples:

 Flood, earthquake, fire, …

 Virus, DDOS
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The most common threats

 Malicious software

 Hardware or software failure

 Internal attacker

 Equipment theft

 External attacker

 Natural disaster

 Industrial espionage

 Terrorism
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Threat Types

 Disclosure threats: occurs any time unauthorized users access private or

confidential information that is stored on a network resource or while it is

in transit between network resources.

Two techniques

 Sabotage: the destruction of property or obstruction of normal operations

 Espionage: the act of spying to obtain secret information
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Threat Types (cont.)

 Alteration threats: making unauthorized changes to data on a system

 Example: modify database files, operating systems, application software,

and even hardware devices
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Threat Types (cont.)

 Denial or Destruction Threats: Denial or destruction threats make assets or

resources unavailable or unusable.

 Example: DOS/DDOS
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Vulnerability

 A vulnerabilityis a weakness that allows a threat to be realized or to have

an effect on an asset.

Examples:

 Buffer overflow.

 IIS Error
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3. Tenets of Information Systems Security
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2. Tenets of Information Systems Security

 Confidentiality: Only authorized users can view information.

 Integrity: Only authorized users can change information.

 Availability: Information is accessible by authorized users whenever they

request the information.
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a) Confidentiality

 Confidential information includes the following:

Private data of individuals (Full name,

Mailing address, Date of birth, …)

Intellectual property of businesses

National security for countries and governments

 Security control: is something an organization does to help reduce risk.
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Security control

Example:

 Conducting annual security awareness training for employees

 where security controls should be used

 Designing a layered security solution for an IT infrastructure

 Performing periodic security risk assessments, audits, and penetration tests on

websites and IT infrastructure.

 Enabling security incident and event monitoring at your Internet entry and exit

points
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Security control

Example (cont):

 Using automated workstation and server antivirus and malicious software

protection.

 Using access control.
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Ensuring data confidentiality

 Defining policies, standards, procedures, and guidelines to protect

confidential data.

 Access control.

 Using cryptography techniques.

 Encrypting data that cross the public Internet.

 Encrypting data that are stored within databases and storage devices.
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b) Integrity

 Integrity deals with the validity and accuracy of data.

 Ensuring data cannot be altered by unauthorized people.
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Ensuring data integrity

 Digital signature.

 Hashing.

 Access Control.

 Authentication protocols
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c) Available

Common availability time measurements include the following:

 Uptime: is the total amount of time that a system, application, and data are

accessible

 Downtime: is the total amount of time that a system, application, and data

are not accessible.

 Availability: A = (Total Uptime) / (Total Uptime + Total Downtime).
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4. The Seven Domains of a Typical IT 

Infrastructure
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a) User Domain

 The User Domain defines the people who access an organization’s

information system.

 Roles and tasks: Users can access systems, applications, and data

depending upon their defined access rights. Employees must conform to

the staff manual and policies
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Risks, Threats, and Vulnerabilities in the User Domain

RISK, THREAT, OR VULNERABILITY MITIGATION

Unauthorized access Conduct security awareness training

Lack of user awareness Conduct security awareness training

User apathy toward policies Conduct annual security awareness training

User insertion of CDs and USB drives with personal 

photos, music, and videos

Disable internal CD drives and USB ports. 

Enable automatic antivirus scans for inserted 

media drives, files, and email attachments

User downloads of photos, music, and videos Enable content filtering and antivirus canning 

for email attachments. Content-filtering 

network devices are configured to permit or 

deny specific domain names in accordance 

with AUP definitions
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Risks, Threats, and Vulnerabilities in the User Domain
RISK, THREAT, OR VULNERABILITY MITIGATION

User destruction of systems, applications,

or data

Restrict users’ access to only those systems, applications, and

data needed to perform their jobs. Minimize write/delete

permissions to the data owner only

Attacks on the organization or acts of

sabotage by disgruntled employees

Track and monitor abnormal employee behavior, erratic job

performance, and use of IT infrastructure during off-hours.

Begin IT access control lockout procedures based on AUP

monitoring and compliance

Employee blackmail Track and monitor abnormal employee behavior and use of

IT infrastructure during off-hours. Enable intrusion detection

system/intrusion prevention system (IDS/IPS) monitoring for

sensitive employee positions and access.
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b) Workstation Domain

 A workstationcan be a desktop computer, a laptop computer, a special-

purpose terminal, or any other device that connects to your network.

 Roles and tasks: configuring hardware, hardening systems, and verifying

antivirus files
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Risks, Threats, and Vulnerabilities in the

Workstation Domain
RISK, THREAT, OR VULNERABILITY MITIGATION

Unauthorized access to workstation Enable password protection on workstations for access.

Unauthorized access to systems,

applications, and data

Define strict access control policies, standards, procedures, and 

guidelines

Desktop or laptop computer operating 

system software vulnerabilities and 

software patch updates

Define a workstation operating system vulnerability window 

policy and standard. Update application software

Infection of a user’s workstation or laptop 

computer by viruses, malicious code, or 

malware

Use workstation antivirus and malicious code policies, 

standards, procedures, and guidelines
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Risks, Threats, and Vulnerabilities in the

Workstation Domain
RISK, THREAT, OR VULNERABILITY MITIGATION

User downloads of photos, music, or videos 

via the Internet

Use content filtering and antivirus scanning at Internet 

entry and exit.

User insertion of CDs, digital video discs  

(DVDs), or universal serial bus (USB) 

thumb drives into the organization’s 

computers

Deactivate all CD, DVD, and USB ports. Enable automatic 

antivirus scans for inserted CDs, DVDs, and USB thumb drives 

that have files.
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LAN Domain

 A local area network (LAN)is a collection of computers connected to one

another or to a common connection medium.
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LAN Domain

Roles and tasks:

Management of the physical components includes:

 Cabling

 NICs

 LAN switches

 Wireless access points (WAPs)
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Risks, Threats, and Vulnerabilities Commonly Found in

the LAN Domain

RISK, THREAT, OR VULNERABILITY MITIGATION

Unauthorized access to LAN Computer rooms are secure.

Unauthorized access to systems, 

applications, and data

Access control policies.

read/write/delete privileges on specific documents

LAN server operating system 

software vulnerabilities

vulnerability assessments

LAN server application software vulnerabilities 

and software patch 

updates

software patching

Unauthorized access WLANs Access control

Compromised confidentiality of data 

transmissions via WLAN

Implement encryption between workstation and WAP to 

maintain confidentiality.
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LAN-to-WAN Domain

 The LAN-to-WAN Domain is where the IT infrastructure links to a wide

area network and the Internet
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LAN-to-WAN Domain

 Transmission Control Protocol (TCP).

 User Datagram Protocol (UDP).

 Both TCP and UDP use port numbers to identify the application or

function
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LAN-to-WAN Domain

 Roles and tasks:

 Routers: routing, access control lists.

 Firewalls: Packet filtering

 Demilitarized zone (DMZ): web, proxy, email servers

 Intrusion detection system (IDS)

 Intrusion prevention system (IPS)
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Risks, Threats, and Vulnerabilities Commonly 

Found in the LAN-to-WAN Domain
RISK, THREAT, OR VULNERABILITY MITIGATION

Unauthorized network probing and 

port scanning

Disable ping. IDS/IPS

DOS/DDOS attack ?

IP router, firewall, and network appliance  

operating system software vulnerability

vulnerability assessments

LAN server application software vulnerabilities 

and software patch updates

update devices

IP router, firewall, and network appliance  

configuration file errors or weaknesses

Firewall, Encryption

Unknown email attachments and embedded 

URL links received by local users

Antivirus, Conduct security awareness training
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WAN Domain

 The Wide Area Network (WAN) Domain connects remote locations.

 Roles and tasks:

 WAN communication links

 IP network design

 Firewall

 router configuration

 VPNs, SNMP
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Risks, Threats, and Vulnerabilities Commonly 

Found in the WAN Domain
RISK, THREAT, OR VULNERABILITY MITIGATION

Most Internet traffic sent in cleartext Use encryption and VPN tunnels

DOS/DDOS attack ?

Vulnerable to eavesdropping Use encryption and VPN tunnels

Vulnerable to malicious attacks IDS/IPS

Vulnerable to corruption of information and 

data

Use encryption and VPN tunnels
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Remote Access Domain

 The Remote Access Domain connects remote users to the organization’s IT

infrastructure.

 Roles and tasks:

 Laptop VPN client software

 Secure browser software

 Cell phones, smartphones

 VPN routers, VPN firewalls

 Secure Sockets Layer (SSL)/VPN web server
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Risks, Threats, and Vulnerabilities Commonly 

Found in the Remote Access Domain
RISK, THREAT, OR VULNERABILITY MITIGATION

Brute-force user ID and password  attacks Password policies

Unauthorized remote access to IT  systems,  

applications, and data

?

A mobile worker’s laptop is stolen Multi-factor authentication

Private data or confidential data  compromised  

remotely

Encrypt all private data within the database or hard drive
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System/Application Domain

 The System/Application Domain holds all the mission-critical systems,

applications, and data

 Roles and tasks: The System/Application Domain consists of hardware,

operating system software, applications, and data
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RISK, THREAT, OR VULNERABILITY
RISK, THREAT, OR VULNERABILITY MITIGATION

Unauthorized access to data centers, computer 

rooms, and wiring closets

Password policies

Downtime of servers to perform maintenance ?

Loss or corruption of data Backup

Server operating systems software  vulnerability update
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Common threats and vulnerabilities in the seven

domains of an IT infrastructure

CuuDuongThanCong.com https://fb.com/tailieudientucntt

cu
u d

uo
ng

 th
an

 co
ng

 . c
om

http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt


Common threats and vulnerabilities in the seven

domains of an IT infrastructure
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