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1. Hash function

e A hash function maps a variable-length message into a fixed-length hash

value, or message digest: h= H(M) = L e

Message or data block M (variable length)
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1. Cryptographic hash function.

e A cryptographic hash function is an algorithm for which it is
computationally infeasible to find either a data object that maps to a pre-

specified hash result or two data objects that map to the same hash result
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2. Applications Of Cryptographic Hash Functions

* Message Authentication

e Digital signature



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Message Authentication

» Message authentication is a mechanism or service used to verify the
Integrity of a message. Message authentication assures that data received

are exactly as sent

- Source A - Destination B——

» @

e Cionpare

ra
s

Ef&, HiAM)



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Message Authentication
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Digital signature

e The hash value of a message is encrypted with a user’s private key.

e Anyone who knows the user’s public key can verify the integrity of the

message that iIs associated with the digital signature



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Source A

Destination B——p

44—

E(PR,, H(M))

E(K. [M || E(PR,. H(M))])

T

=1

/

/
E(PR,, H(M))

i

hitpsfbrcomtarttendrentuentt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Other Applications

e Hash functions are commonly used to create a one-way password file

e Hash functions can be used for intrusion detection and virus detection
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3. Simple Hash Functions

 Input (message, file,etc.) is viewed as a sequence of n-bit blocks

e One of the simplest hash functions is the bit-by-bit exclusive-OR (XOR)

of every block. This can be expressed as:
Ci=bp@ba@® ... @ bim

ith bit of the hashcode,1 =i =n
number of n-bit blocks in the input

ith bit in jth block
XOR operation
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4. Requirements And Security

Requirement

Description

Variable input size

H can be applied to a block of data of any size.

Fixed output size

H produces a fixed-length output.

Efficiency

Hix) is relatively easy to compute for any given x,
making both hardware and software implementa-
tions practical.

Preimage resistant (one-way property)

For any given hash value A, it is computationally
infeasible to find y such that H{y) = h.

Second preimage resistant (weak collision
resistant)

For any given block x, it is computationally
infeasible to find vy # x with Hiy) = Hix).

Collision resistant (strong collision resistant)

It is computationally infeasible to find any pair
{x, v) such that H{x) = Hiy).

Pseudorandomness

Output of H meets standard tests for
pseudorandomness.
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5. Secure Hash Algorithm (SHA)

SHA-1 SHA-224 SHA-156 SHA-512

Message 160 224 256 512
Diigest Size

Message Size < 7 < 75 < 754 < 7B

Block Size

Word Size

Number of Steps
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SHA-512
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SHA-512

e Step 1 Append padding bits: The padding consists of a single 1 bit

followed by the necessary number of 0 bits

o Step 2 Append length: A block of 128 bits Is appended to the message.

This block is treated as an unsigned 128-bit integer and contains the length

of the original message (before the padding).

e

Length < 2124 Length: vanable Length = 128
- + + -

Onginal Padding Length of
IMNCSSARC OBy |, TR l.'rrigir'lﬂl MCSSA g

Muluple of 1024 bus
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SHA-512

e Step 3 Initialize hash buffer: A 512-bit buffer is used to hold intermediate
and final results of the hash function. The buffer can be represented as

eight 64-bit reqgisters (a, b, c, d, e, f, g, h). These registers are initialized to

the following 64-bit integers (hexadecimal values):
a = GAQSEGETFIBCCS08 e = 510ES527FADEGE2D]

b BEBETAESS584CAATIE f OBOS68RCILBIEGCLF

3CBEF372FEY4F82E 1F83D9ARFE41EBDGER

AS4FF53A5F1D36F1 S5BEOCD19137EZ21789
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SHA-512
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SHA-512: Word Expansion

“.o s

RotShaft, _  (x) RoiR,(x) (® RoiR_ (x) O ShL (x)

RR, () Right-rotation of the srgument x by 7 bats
Shi_(x) Shiftcleft of the srgument x by 7 bits and padding the lelt by 07y
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SHA-512

o Step 5 Output: After all 1024-bit blocks have been processed, the output

from the Nth stage is the 512-bit message digest.
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